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Belaïd • Mercadier • Rivain • Taleb 
S&P 2022 - IronMask My Work

My Work

My Work
Cassiers • Faust • Orlt • Standaert 
CRYPTO 2021 - STRAPS 
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× × × ×
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z1 z2
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ε =
s

∑
i=1

ci ⋅ pi ⋅ (1 − p)s−i
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(c1, c2, …, cs)

2020 2022 20242021 2025

Belaïd • Coron • Prouff • 
Rivain • Taleb 
CRYPTO 2020 - VRAPS

Belaïd • Feldtkeller • Güneysu • 
Guinet • Richter-Brockmann • Rivain 
• Sasdrich • Taleb 
ASIACRYPT 2024 - IronMask+

Belaïd • Mercadier • Rivain • Taleb 
S&P 2022 - IronMask My Work

My Work

My Work

Beierle • Feldtkeller • 
Guinet • Güneysu • 
Leander • Richter-
Brockmann • Sasdrich 
EUROCRYPT 2025 - 
INDIANA 

Cassiers • Faust • Orlt • Standaert 
CRYPTO 2021 - STRAPS 

∥ ∥ ∥ ∥

× × × ×
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++
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ε =
s

∑
i=1
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× × × ×

+−
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x1 x2 y1 y2

z1 z2

r  

with 

ε =
s

∑
i=1

ci ⋅ pi ⋅ (1 − p)s−i

s = 21

 tuples to consider221

(c1, ⋯, c21) =
(0,49,737,4763,18735,52798,
115338,203064,293800,352692,
352714,293930,203490,116280,
54264,20349,5985,1330,210,21,1)

 3 ms≤

p

p

p p p

p
p

p
p

p
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p p p p p

p

p p
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ε =
s

∑
i=1

ci ⋅ pi ⋅ (1 − p)s−i

impractical
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Black-box secure
Black-box and 
random probing 

secure

Black-box and 
physically secure

🔬    Foundations
Random probing security & verification (small circuits) 
🏗    Scaling up
Composition frameworks (larger circuits) 
🧩    Building blocks
Design of efficient gadgets
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Ananth • Ishai • Sahai 
CRYPTO 2018 
MPC-based construction with explicit and 
constant leakage rate
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x1 x2 y1 y2 u1 u2 v1 v2

r3 r4

r6

z1 z2

Belaïd • Coron • Prouff • Rivain • Taleb 
CRYPTO 2020 
Threshold RPC

My Work

Ananth • Ishai • Sahai 
CRYPTO 2018 
MPC-based construction with explicit and 
constant leakage rate
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probability 
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x1 x2 y1 y2 u1 u2 v1 v2

r3 r4

r6

z1 z2No leakage by assumption

-threshold RPC(p,1,εb)

Simulation except with probability: ε ≤ εb

Belaïd • Coron • Prouff • 
Rivain • Taleb 
CRYPTO 2020 My Work
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Belaïd • Coron • Prouff • 
Rivain • Taleb 
CRYPTO 2020 My Work



Threshold RPC

89

r1

r5

r2

x1 x2 y1 y2 u1 u2 v1 v2

r3 r4

r6

z1 z2No leakage by assumption

-threshold RPC(p,1,εb)

-threshold RPC(p,1,εb)

-threshold RPC(p,1,εb)
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Belaïd • Coron • Prouff • 
Rivain • Taleb 
CRYPTO 2020 My Work

Simulation except with probability: ε ≤ 1 − (1 − εb)6 ≤ 6 ⋅ εb
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Threshold RPC
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Rivain • Taleb 
CRYPTO 2020 My Work

Threshold RPC  
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Threshold RPC
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Belaïd • Coron • Prouff • 
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CRYPTO 2020 My Work

Threshold RPC  
 Random Probing 

Security
⇒
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not necessarily imply a failure
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requiring more than  shares does 
not necessarily imply a failure
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r3 r4
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z1 z2

Belaïd • Coron • Prouff • Rivain • Taleb 
CRYPTO 2020 
Threshold RPC

My Work

Ananth • Ishai • Sahai 
CRYPTO 2018 
MPC-based construction with explicit and 
constant leakage rate

Cassiers • Faust • Orlt • Standaert 
CRYPTO 2021 
General RPC (Probe Distribution Tables)
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Cassiers • Faust • 
Orlt • Standaert 
CRYPTO 2021

-general RPC:  
For all , leakage and the output 
shares  can be perfectly simulated 
with exactly the input shares  with 
probability 

(p, ℰ)
ℐ, 𝒪
𝒪

ℐ
≤ ℰ𝒪(ℐ)
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CRYPTO 2021
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Cassiers • Faust • 
Orlt • Standaert 
CRYPTO 2021

-cardinal RPC:  
For all , leakage and  output 
shares can be perfectly simulated 
with exactly  input shares with 
probability 

(p, ℰ)
ti, to to

ti

≤ ℰto(ti)
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 Random Probing 
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Uniformly Cardinal RPC:  
Uniformly Input RPC (UI) 

+ 
Uniformly Output RPC (UO)
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