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What is new in Keyak v2?

Full-state absorbing! [Mennink, Reyhanitabar and Vizar, 2015]
m More efficient for long messages
m ~ 2.25x faster than SHAKE128 [FIPS 202]

Combined output usage (tag/keystream)
m More efficient for short messages
m 12 rounds of Keccak-f per message
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Why leakage robustness?

m Provided that uniqueness is enforced
m then ...
m the secret state is a moving target [Taha, Schaumont, HOST 2014]
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