
Fourℚ
Four-dimensional decompositions on a ℚ-curve

http://research.microsoft.com/fourqlib

Craig Costello and Patrick Longa
Microsoft Research

http://www.research.microsoft.com/fourqlib


Fourℚ: pulling together the state-of-the-art in ECC 

• CM endomorphism 
[GLV01]

• Frobenius (ℚ-curve) endo          
[GLS09, Smi13, GI13]

• Edwards form [Edw07]

• Efficient Edwards coord. 
[BBJ+08, HCW+08]

• Arithmetic over       
the Mersenne prime 
𝑝 = 2127 −1 

Fourℚ

This powerful combination brings in simplicity and flexibility,              
and enables the fastest curve-based computations to date.



Fourℚ
in the news



𝐸/𝔽𝑝2: −𝑥
2 + 𝑦2 = 1 + 𝑑𝑥2𝑦2, 

with 𝑝 = 2127 −1, 𝑑 = 125317048443780598345676279555970305165𝑖 +
4205857648805777768770, #𝐸 = 392 ∙ 𝑁, where 𝑁 is a 246-bit prime.

• Provides ~122.5 bits of security󠇍.

• Fastest (large char) ECC addition laws are complete on 𝐸.

• 𝐸 is a degree-2 ℚ-curve:  endomorphism 𝜓.

• 𝐸 has CM by order of 𝐷 = −40:  endomorphism 𝜙.

• 𝜓 𝑃 = 𝜆 𝜓 𝑃 and 𝜙 𝑃 = 𝜆 𝜙 𝑃 for all 𝑃 ∈ 𝐸[𝑁] and 𝑚 ∈ [0, 2256]

𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑚 𝑃 = 𝑎1 𝑃 + 𝑎2 𝜙 𝑃 + 𝑎3 𝜓 𝑃 + 𝑎4 𝜓(𝜙 𝑃 )

The Curve



Version 1.0 recently released:

• Supports core ECC functions.

• Fully protected against timing and cache attacks.

• Wide platform support (e.g., ARM, x86 and x64) using Windows and Linux:                                 
includes a portable implementation in C and optimized x64 implementations.

• Option to disable the use of the endomorphisms 𝜓 and 𝜙.

Fourℚlib: an efficient and secure ECC library for Fourℚ



Comparison with other 128-bit security curves

Curve Field
Intel   
Atom

Intel
S Bridge

Intel
I Bridge

Intel 
Haswell

AMD
Kaveri

Fourℚ (this work) 𝔽𝑝2 , 𝑝 = 2127 −1 442 74 71 59 122

Kummer (Gaudry-Schost) 𝔽𝑝,  𝑝 = 2127 −1 556 89 88 61 151

GLV+GLS  (Longa-Sica) 𝔽𝑝2 , 𝑝 = 2128 − 5997 - 92 89 - -

GLS binary  (Hankerson-
Karabina-Menezes)

𝔽2254 - 120 114 62 -

Curve25519  (Bernstein) 𝔽𝑝,  𝑝 = 2255 − 19 1,109 157 159 162 301

NIST P-256
𝔽𝑝,  𝑝 = 2256 − 2224 +

2192 + 296 − 1
- 400 - 312 -

Kummer:  implementations by Bos et al [BCH+13] and Bernstein et al [BCL+14]. Results from [eBACS].
GLV+GLS:  implementation and results from Faz Hernandez-Longa-Sanchez [FLS15]. 
GLS binary:  implementation by Oliveira et al [OLA+14]. Results from [eBACS].
Curve25519:  implementations by Bernstein et al [BDL+11] and Chou [Cho14]. Results for [BDL+11] from [eBACS].
NIST P-256:  implementation and results from Gueron-Krasnov [GK15].

Cycles to compute variable-base scalar multiplication (in 103 cycles)



• Fourℚ is 4‒5x faster than NIST P-256,  2‒3x faster than Curve25519.

• Even without using endomorphisms 𝜓 and 𝜙,  Fourℚ is still  ̴3x faster than 
NIST P-256 and up to 1.5x faster than Curve25519. 

Final thoughts



• “Fourℚ: four-dimensional decompositions on a Q-curve over the Mersenne
prime”. ASIACRYPT 2015 (to appear).

Extended paper version:

http://eprint.iacr.org/2015/565

• Fourℚlib, version 1.0

http://research.microsoft.com/fourqlib/
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