CHES 2015 Challenge

Adrian Thillard, Ryad Benadjila, Emmanuel Prouff, Guénaél
Renault, Matthieu Rivain

WARNING

CHALLENGES
AHEAD

CHES 2015 — Tuesday, September 15th, St-Malo, France
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- ____________________________________________________________
CHES Challenge : goal

m Challenge people on CHES topics

m Add fun to the conference

HAVE ALL THE
FUN!
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- ____________________________________________________________
CHES Challenge : general principle

3/39

Download 4 challenges
Solve their problem to retrieve flags
Enter flags on our website to earn points
777
PROFIT
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Stats

m "STUDY FINDS 50% OF
Egg( i#qr'n mm PEOPLE BORED BY
" STATISTICS.”

Cyanide and Happiness © Explosm.net

m 250 registrations

m 44 retrieved at least one flag

m First to retrieve all the flags : 6 days - yobibe
» Check his awesome writeup ! !

m 8 players retrieved all the flags

1. http://wiki.yobi.be/wiki/CHES2015_Writeup
o e o P e ——


http://wiki.yobi.be/wiki/CHES2015_Writeup

—
Winners (1/2)

hellman
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—
Winners (1/2)

hellman

yobibe (represented by Joppe BOS)m -

5/39 A. Thillard, R. Benadjila CHES15 Challenge



—
Winners (1/2)

hellman

yobibe (represented by Joppe BOS)m’-

jybu (represented by Frangois DASSANCE) u
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—
Winners (1/2)

hellman
yobibe (represented by Joppe BOS)m' -
jybu (represented by Francois DASSANCE) _

fox (represented by llya KIZHVATOV) -
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—
Winners (2/2)

c23 (represented by Cyril ROSCIAN)

@ Seeluna (Céline THUILLET)

barbapapa (represented by Julien FRANCQ)

B OverTime (represented by Alberto BATTISTELLO)
B dummy (represented by Peter SHWABE)

i marsob
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CHES Challenge : description

WAV file : signal analysis, SCA
JPG file : fun (stegano, chess, googling)
C file : factorisation, primes collision, SCA, fault attacks

B PNG file : pattern matching, emulation, padding oracle,
whitebox
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- ____________________________________________________________
Challenge 1- WAV file
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- ____________________________________________________________
Challenge 1- WAV file : First flag

m Quicken the file = voice reading letters

m Letters form sentences = solving recipe
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- ____________________________________________________________
Challenge 1- WAV file : First flag is in the spectrogram

Go on pastebin == first flag and plaintexts!
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Challenge 1- WAV file : First flag is in the spectrogram

fala)

Go on pastebin == first flag and plaintexts!
1. Note to self : do not screw with the plaintexts
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Challenge 1- WAV file : Second flag : Getting the curves

Recipe instructed to extract needles
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Challenge 1- WAV file : Second flag : Getting the curves

Recipe instructed to extract needles
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- ____________________________________________________________
Challenge 1- WAV file : Second flag

m CPA HW (Mayer-Sommer (CHESO00), Brier et al. (CHES04))
= Secret Key

m Secret Key = flag
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- ____________________________________________________________
Challenge 2- JPG file
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- ____________________________________________________________
Challenge 2- JPG file : First flag
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SaGE

credit : Denelson83
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- ____________________________________________________________
Challenge 2- JPG file : First flag

Order the cells according to their numbers
Blue = STEGHIDE, phrase about helped mate
Use STEGHIDE on jpg with password = previous phrase

Get Gabor.txt = first flag
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Challenge 2- JPG file : Second flag

In text file : FEN notation
Analyser  Configuration de position Editeur de partie

1Ed8W
ABAL Y

Paste Fen String

x

Collez votre chaine FEN dans la boite ci-dessous et cliquez sur
OK pour Uappliquer & Uéditeur

73773 Ap2o] P1P 5157 35 2mb P e ki - |

-| Annuler |

o
Blancs: Classement:
Noirs: Classement:
Evénement: Ronde:
Lieu: Date: nn 7
|/
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Challenge 2- JPG file : Second flag, path 1 : Solve it!
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Challenge 2- JPG file : Second flag, path 2 : Google it!

Cseh.jpg + Gabor.txt = Gabor Cseh

Cseh, Gabor Solution:
The Problemist 1997

s 1.h6 d8Q 2.h5 Qd5
15t Prize

3.5:h4+ Qg2+ 4.5:g2 e8B

Y, U,  shabceesiarig
’ ?//1/ 7.5d5 b6 8.5c7 b7
o

Qi
%/ K

9.5:a8 b:a80 10.B:g2+ Q:g2#

”
///’1'
1 / /@/&

h#10 8+11
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- ____________________________________________________________
Challenge 2- JPG file : Second flag

m Encode each move using grid numbers (eg. G2-H4= 14,31)
m Secret Key — flag
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Challenge 3- C file : Behavior

20/39

Generating q...

Generating exponents...
0K !

Public RSA Modulus N=40289741397158835711683010844812332632060861592765335289066
8196605269963 321063 4919?518140699114 90124098763588760 5‘75009115814585 68
27 29110213150164627525284573458209964906684700339101863 320557

63115023805575941 984840414441680861906'74410601622471451157 20

Public RSA Exponent e=1405 949799217631497657775158131848948442253746054508529
306576074121821932258631042398484021548206723674
09336778101434793863419211615097484 51”647849146851’951694481716
7496491997820247041279710168961873271176091324226886602586971786335654414442840
92408183857

Pleaze prove your authorization by signing the following number:
50519873899553418278510514148624571994980889281887 2699009087 4644949 86709376557
7913484443777666 2662, +13749527788444897896279490630
910351951069364247032 z 4 155 499005146597680564488888544041
964290071955402

Signature?
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-
Challenge 3- C file : Behavior

Wrong signature :

g AES ciphert

AUTHENTICATION! ! UNAUTHO

bf

signature :

m Correct plaintext?7?7?
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.
Challenge 3- C file : First flag, path 1 : side-channel

Prime generation by trial divisions
m Generate random

m "-" = not divisible
m"/" = divisible = random+1
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.
Challenge 3- C file : First flag, path 1 : side-channel

Ideal application of Finke et al. (CHESQ9) :
m Get a lot of modular equations involving the prime
m Solve them using CRT

m Factorize N
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.
Challenge 3- C file : First flag, path 2 : prime collision

Only 100 different primes can be generated by the server
m Build {Ng, No,---}
m Compute gcd(N, Ny), gcd(N, Np) - - -
m Factorize N when ged # 1
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.
Challenge 3- C file : First flag

m First ciphertext only 4 blocks

m Use server as — flag
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.
Challenge 3- C file : Second flag

m Second ciphertext is a several hundreds of MB picture

m Too long to use previous method® (> month)
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.
Challenge 3- C file : Second flag

m Second ciphertext is a several hundreds of MB picture

m Too long to use previous method® (> month)

1 : Note to self : do not screw the server implementation, it could

be DoS’ed otherwise. _
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Challenge 3- C file : Second flag, path 1 : clever server
heckler

Ask for decryption of random blocks of the picture

m Blank space = change area

m Black zone = useful info = decrypt foreign blocks
Decryption of useful parts = flag
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.
Challenge 3- C file : Second flag, path 2 : fault attack

Ask for two decryptions of the same block
m Answer wrongly = error in the 2nd to last round — C*
m Answer correctly = C

Piret and Quisquater (CHES03) on AES decryption :
(C*,C) = secret key = flag
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.
Challenge 4- PNG file
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- ____________________________________________________________
Challenge 4- PNG file : First flag
Pattern matching :

m Oncell = bitl
m Off cell = bit0
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- ____________________________________________________________
Challenge 4- PNG file : First flag, path 1 : static analysis

m Look at strings

m Get flag (one of the only strings that is not obfuscated)
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Challenge 4- PNG file : First flag, path 2 : emulation

m Command file = GameBoy ROM
m Launch a GB emulator = flag
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.
Challenge 4- PNG file : Second flag, path 1 : emulation

r 5
8 VBA-RR v23.6 svndB0 2242% = | B S

File Options Cheats Tools Help

tnter your texHt
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Challenge 4- PNG file : Second flag, path 1 : emulation

#H VBA-RR v23.6 svnd80 2357% o ol

File Options Cheats Tools Help

DecC i gner i ng

8 8 8 8 6_6 6 6
B 6 6. 6 8 3D_74 63 7
3 74_74 65 73 _74_74
65 73 74 74 65 73 74

|Bad Padding :-(
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.
Challenge 4- PNG file : Second flag, path 1 : emulation

m ROM is a padding oracle on AES-CBC
m Vaudenay's attack (EUROCRYPT02) = decryption? oracle

m Script an attack (Lua scripting with Visual Boy Advance or
emulator patching)

m Decrypt ciphertext = flag

2. Except we have encryption here : same attack applies!
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Challenge 4- PNG file : First flag, path 2 : WB pwning

[0123456789101112131415]

[0123456789101112131415)]

credit : yobibe

CHES15 Challenge

A. Thillard, R. Benadjila
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Challenge 4- PNG file : First flag, path 2 : WB pwning

m Reverse soft and GB architecture (memory banks, etc.)
m Break whitebox

m Secret key = flag

LIKE A BOSS
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Call for challenge

m There will be a challenge next year

m More information coming soon

We want you!'!'!
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