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Abstract. Side-channel attacks pose significant threats to cryptographic implementations, which re-
quire the inclusion of countermeasures to mitigate these attacks. In this work, we study the masking of
state-of-the-art post-quantum signatures based on the MPC-in-the-head paradigm. More precisely, we
focus on the recent threshold-computation-in-the-head (TCitH) framework that applies to some NIST
candidates of the post-quantum standardization process. We first provide an analysis of side-channel
attack paths in the signature algorithms based on the TCitH framework. We then explain how to apply
standard masking to achieve a d-probing secure implementation of such schemes, with performance
scaling in O(d?), for d the masking order.

Our main contribution is to introduce different ways to tweak those signature schemes towards their
masking friendliness. While the TCitH framework comes in two variants, the GGM variant and the
Merkle tree variant, we introduce a specific tweak for each of these variants. These tweaks allow us to
achieve complexities of O(d) and O(dlogd) at the cost of non-constant signature size, caused by the
inclusion of additional seeds in the signature. We also propose a third tweak that takes advantage of the
threshold secret sharing used in TCitH. With the right choice of parameters, we show how, by design,
some parts of the TCitH algorithms satisfy probing security without additional countermeasures. While
this approach can substantially reduce the cost of masking in some part of the signature algorithm,
it degrades the soundness of the core zero-knowledge proof, hence slightly increasing the size of the
signature.

We analyze the complexity of the masked implementations of our tweaked TCitH signatures and provide
benchmarks on a RISC-V platform with built-in hash accelerator. We use a modular benchmarking
approach, allowing to estimate the performance of diverse signature instances with different tweaks and
parameters. Our results illustrate how the different variants scale for an increasing masking order. For
instance, for a masking order d = 3, we obtain signatures of around 14 kB that run in 0.67 second on a
the target RISC-V CPU with a 250MHz frequency. This is to be compared with the 4.7 seconds required
by the original signature scheme masked at the same order on the same platform. For a masking order
d = 7, we obtain a signature of 17.5 kB running in 1.75 second, to be compared with 16 seconds for
the stardard masked signature.

Finally, we discuss the extension of our techniques to signature schemes based on the VOLE-in-the-
Head framework, which shares similarities with the GGM variant of TCitH. One key takeaway of our
work is that the Merkle tree variant of TCitH is inherently more amenable to efficient masking than
frameworks based on GGM trees, such as TCitH-GGM or VOLE-in-the-Head.

Keywords: Masking - Post-quantum signatures - MPC-in-the-head - Zero-knowledge proofs - Side-
channel analysis

1 Introduction
The MPC-in-the-Head (MPCitH) paradigm is a method to build zero-knowledge proofs using techniques
from multiparty computation. While this field of cryptography was mainly of theoretical interest at first, it

* This is an extended version of a paper published in TACR TCHES 2025. It includes additional background on
masking at the beginning of Section 4.



has recently gained popularity thanks to its efficient application in constructing post-quantum signatures.
Indeed, while modern public-key protocols such as RSA or ECDSA are resistant to classical computers, it
is long known that they could be broken by a quantum computer. Although real-scale quantum computers
do not exist at the moment, they are a main area of computer science research. Considering this fact, the
National Institute of Standards and Technology (NIST) announced a standardization program for post-
quantum cryptography.

The first NIST call for post-quantum cryptographic algorithms resulted in the NIST selecting for stan-
dardization one key-encapsulation mechanism (Kyber) and three post-quantum signature schemes (Falcon,
Dilithium and SPHINCS+). In 2023, a call for additional post-quantum signatures was made to get further
algorithms based on diverse assumptions, as both Dilithium and Falcon rely on (structured) lattice assump-
tions while SPHINCS+ suffers slow signing. A total of 40 signature schemes, based on various designs and
hardness assumptions, were selected for the first round, including 9 schemes based on the MPC-in-the-Head
paradigm. In the second round, 6 out of the 14 selected candidates are based on this paradigm.

In computer security, in particular embedded systems (e.g. smart cards) security, side-channel attacks
are a serious threat to cryptographic implementations. They exploit the physical properties of the imple-
mentation (such as timing, power consumption, or electromagnetic radiation) rather than the cryptographic
algorithm in itself in order to deduce some secret information, such as the private key. As side-channel at-
tacks on unprotected cryptographic implementations can be devastating, it is crucial to implement robust
countermeasures to mitigate such threats.

Masking is the most popular countermeasure against side-channel attacks. Given a sensitive variable x
(e.g. the private key), it consists of splitting it in d + 1 masking shares, such that d masking shares do not
leak any information about . The functions manipulating masked variables are called gadgets. We call d the
masking order of a variable, which is essentially a security parameter against side-channel attacks. A common
model to prove the security of masking is the d-probing model which assumes that an adversary A can probe
d variables during multiple (and possibly different) executions of the target cryptographic algorithm. An
algorithm is considered secure against A in the d-probing model if any combination of d variables does not
leak secret information.

While the most widespread (pre-quantum) cryptographic schemes have already benefited from decades of
research towards their secure implementation against side-channel attacks, it is not the case for many newer
post-quantum candidates. The aim of the present work is to advance the study of modern MPC-in-the-Head
schemes towards their efficient and secure implementation with masking.

The early MPCitH protocols — essentially the Picnic signature scheme |[CDGT17, [KKW18| [KZ20b] —
benefited from some side-channel analysis [SBWE20, |ABE™21|. However, the newer schemes submitted to
the last NIST call, which rely on slightly different designs and several optimizations, have not been analyzed
in a side-channel context in the literature yet. While some previous MPCitH side-channel countermeasures
transpose to the new designs, there is still a need for in-depth analysis.

The recent advances in MPCitH allowed the emergence of improved frameworks such as VOLE-in-the-
Head [BBD'23| and Threshold-Computation-in-the-Head [FR23b|. These frameworks have been applied
to various NIST candidates —see for instance |[FR23b, BFG™24, BBGK24]- leading to improvement com-
pared to their original versions. The present work focuses on the Threshold-Computation-in-the-Head frame-
work [FR23b|, hence achieving more general results than by focusing on a specific signature scheme.

Our contributions. We first present in an in-depth leakage analysis of the Threshold Computation
in the Head (TCitH) framework. We exhibit the sensitive variables and show how their knowledge can be
used in a key recovery attack. This analysis is the starting point for building a masked version of a TCitH
signature scheme.

Using the analysis from [Section 9, we present in a first masked version of a standard TCitH
signature in which the sensitive variables are masked and the functions manipulating them are replaced
with corresponding masking gadgets. Although this first variant is d-probing secure, it suffers from a large
performance overhead created by certain gadgets, with a computational complexity in O(d?).

In we explore how the TCitH framework, in both its GGM tree and Merkle tree variants, can
be optimized to improve masking efficiency. We introduce three tweaks to the original framework, aimed



at reducing masking-related computational overhead. First, we propose two variant-specific tweaks to lower
the O(d?) complexity to O(d) or O(dlogd). The quadratic complexity arises because the signature schemes
require calls to hash functions with O(d?) masking complexity for their non-linear operations. Both tweaks
add information to the signature so that the hash functions can be unmasked, and called individually on each
masking share. The third tweak leverages the threshold property of the secret sharing scheme used within the
TCitH framework. By carefully selecting parameters, we can avoid masking certain parts of the signature
scheme, achieving significant performance improvements at the cost of an increased signature size. For a
target d-probing security, these tweaks offer various trade-offs, enabling improved computational complexity
at a sometimes moderate increase in signature size.

In we conduct a performance analysis of the various tweaked TCitH variants. This analysis
estimates the runtime of each variant at a specific masking order, based on benchmarks of key routines. To
achieve this, we enumerate the number of calls to all masked and unmasked primitives within each variant.
By benchmarking these primitives on the RISC-V architecture, utilizing accelerated hashing from [Saa24|,
we provide accurate performance estimates for the different masked TCitH variants on this platform. The
tweaks improve the signature performance by an order of magnitude at lower masking orders, while keeping
a somewhat small signature size (< 15 kB). At higher masking orders, the performance gain is even more
impressive, at the cost of (much) larger signature sizes.

2 Preliminaries

2.1 Cryptographic Primitives and Trees

In the following, we use the quantity A, which represents the security parameter in bits. We denote Hash :
{0,1}* — {0,1}2* a cryptographic hash function, and PRG : {0,1}* — {0,1}* a secure pseudorandom
generator. We also denote XOF : {0,1}* — {0,1}* an extendable-output hash function.

Seed tree. Using a PRG one can define a seed tree (or GGM tree), represented by the array nodes[1 : 20+ —
11, which is a binary tree with 2” leaves and root seed rseed = nodes[1] satisfying, for all i € [1 : 2P — 1]:

(nodes[2:] || nodes[2i + 11) := PRG(nodes[:]) (1)

Note that this structure is defined from top to bottom, which means that one has to know the parent node
in order to define their children. Using a GGM tree, one can decide to reveal the sibling path of a leaf [,
which are D nodes of the tree allowing to recompute all the leaves except I, while keeping [ secret. The
recomputation of the tree using the sibling path requires O(2”) calls to a PRG. We denote TreePRG the
function returning the tree leaves from a root seed rseed.

Merkle tree. A Merkle tree is a binary tree represented by the array nodes[1 : 2P+t — 1]. It is constructed
bottom to top, using the hash digests hy, ..., hyp as, for all i € [2P~1: 1]:

nodes [i] := Hash(nodes[2i] || nodes[2i + 11)

with nodes[2” +i] = h; 41, Vi € [0,2P —1]. We call h := nodes[1] the Merkle root of the tree. In the Merkle
tree case, one has to know both children of a parent node in order to compute the latter. Using a Merkle
tree, one can authenticate a digest h, meaning that one can efficiently prove that this digest is a leaf of this
Merkle tree. To do so, it requires to reveal D nodes of the Merkle tree (which are called the authentication
path of iL) and to compute O(D) hashes. We denote MerkleRoot the function taking the leaves as input and
computing the Merke root.

2.2 Zero Knowledge Proofs of Knowledge

Zero knowledge proofs of knowledge (ZKPoK) are a type of interactive protocols where a prover P, given
some public value x wants to convince a verifier V that they know a secret value w, satisfying some rela-
tion R(z,w) = 1, without revealing any information about it. More formally, given a language £ = {z |



Jw, R(x,w) = 1} in AP and a public value x the prover wants to convince the verifier that z € £ and that
they know a witness w such that R(z,w) = 1. The prover and the verifier exchange a sequence of messages,
after which the verifier can ACCEPT or REJECT. Such a sequence of messages is called the transcript of the
protocol execution. A zero-knowledge proof of knowledge should satisfy the three following properties:

— Completeness: If the statement is true, an honest prover knowing a witness w for x always succeeds in
convincing V of their knowledge.

— Soundness: No cheating prover can convince the verifier that they know a witness w for x, except with
some small probability.

— Zero-knowledge: If the statement is true, the verifier does not learn any additional information about the
secret w throughout the entire execution of the protocol.

Such a protocol has an inherent soundness error, which is the probability € that the verifier is convinced
by a cheating prover who does not know the witness w. In this article we consider public-coin interactive
proofs of knowledge, which are interactive protocols where the messages sent by the verifier are picked at
random. Such an interactive proof system can be turned into a non-interactive secure signature scheme in
the random oracle model using the Fiat-Shamir transform [FS87]. The verifier challenges are chosen as the
outputs of hash functions, which can be modeled as random oracles.

2.3 Multi-Party Computation and Secret Sharing

We introduce here the notion of secret sharing. Given a secret value w € F and N parties, a (¢ + 1)-out-of-N
secret sharing (or (£ + 1, N)-secret sharing) of w is a N-tuple [w] = (Jw]1, ..., [w]n) such that any set of ¢
secret shares do not reveal any information about the secret value w, and the secret value can be reconstructed
from any set of £ + 1 secret shares. The secret can be shared using different methods, the common ones are
additive sharings and Shamir’s secret sharings. In this work, we often need to share vectors: they are shared
coordinate-wise, that is [(w;);c;an] = ([w1], ..., [wa]). For a sharing [w] and a subset S C [N] we denote
[w]s = ([w]i)ies the vector of the secret shares indexed by the elements of S.

Additive sharing. Given a group (G, +) an additive sharing ([w];);e[n is computed such that [w] = [w]: +
-+ [w] N In practice, the first N — 1 secret shares are picked at random and the last one is computed such

that the equality holds. Note that such a sharing is a N-out-of-N secret sharing.

Shamir’s secret sharing. In |[Sha79], the author introduces a method to share some value w into a (¢+1)-out-

of-N secret sharing, based on polynomial interpolation. The dealer picks £ polynomial coefficients r1 ..., r, at
random and computes the sharing polynomial P(X) = (Zle r; X"*) +w. Then, given some distinct non-zero
evaluation points ey, ..., ey, each party gets the corresponding secret share [w]; = P(e;).

Both secret sharing schemes are linear secret sharing schemes, that is, for any linear function f, and
a sharing ([w]i)ic;ny of w, (f([w]:))iciny is a sharing of f(w). This means, one can evaluate any linear
function separately on each secret share, and then recombine thoses shares in order to get the evaluation of
this function, which is the base of multi-party computation.

Multi-party computation. A multi-party computation (MPC) protocol is a type of interactive protocol where
a set of players Py,..., Py holding some private inputs [w]i, ..., [w]n, want to compute a joint function
f([w]i, ..., [w]n). During the execution of the protocol, the players may communicate with each other.
In this work, we consider only broadcast communication and perfectly correct ¢-private protocols (i.e. the
parties actually compute f([w]1,...,[w]x)) in the semi-honest model, meaning that the parties follow the
protocol’s specification while trying to learn some information about the other parties secret values. The
protocols we consider compute a witness verification function f, which outputs ACCEPT on input a sharing
of a correct witness w (namely, which satisfies (z,w) € R) and REJECT otherwise. They may have a false
positive probability p, which is the probability that the protocol outputs ACCEPT for some w such that
(z,w) ¢ R.



2.4 MPC-in-the-Head Paradigm

The MPC-in-the-Head paradigm introduced in |[IKOS07] is a method to build zero-knowledge proofs from
multi-party computation. It transforms a MPC protocol IT computing a witness verification function f of
a relation R(z,w) into a zero-knowledge proof of knowledge for this relation. The resulting proof system is
defined as follows:

— The witness w is shared in N random secret shares ([w]1,..., [w]x), and each party P; receives a secret
share [w];. The prover simulates the execution of the MPC protocol in their head: namely, they perform
the computation for each party i € [N] and commits to each party’s view: com; = Com(View;). A view
includes each party’s input secret shares, its random tape and the messages received during the execution
of the MPC protocol. The prover then sends the commitments (com;);c(n] to the verifier.

— The verifier samples a random subset I C [N] such that |I| = ¢ and asks the prover to open the views of
the parties {P;}icr-

— The prover sends the corresponding views, and the verifier checks if they are consistent with the com-
mitments and an honest execution of the MPC protocol.

The soundness error € of such protocols is specific to the MPCitH instance and typically depends on N,/
and the false probability p of the MPC protocol. In order to make this error arbitrarily small, the prover
often executes parallel repetitions of the MPCitH scheme. We denote 7 the number of such repetitions.

In the TCitH framework, we consider general MPC protocols built from one or several rounds where the
parties can perform different actions in each round. They can receive (common) randomness that will be
used during the computation. They can also receive hints, which are secret sharings [8] of a value 8 which
is computed using a function 1. The value of S depends on the witness and all the previous randomness
used in the MPC protocol. Notably, the values of the hints may not be the same for each different execution
of the TCitH framework that uses the same public key z and private key w. When those protocols are used
in the context of MPCitH, they need to be committed by the prover alongside the witness. For example, in
the protocol from [BN20| checking that z = x - y, the parties receive secret shares of another multiplication
triple a,b,c s.t. ¢ = a - b in order to check the original product without leaking information about it. The
sharings [a], [0], [¢] can be considered as hints.

In [FR23b|, the authors highlight a simple MPC protocol (denoted ITpc) that checks whether an input
witness w € F™ is the solution to a system of m polynomial equations of degree d and that leads to very
efficient proof systems through the MPC-in-the-Head paradigm. By setting d = 2, we obtain an MPC protocol
checking an instance of the M Q (multivariate quadratic) problem, that will be the reference MPC protocol
in this work.

3 Side-Channel Analysis of Modern MPCitH-based Proof Systems

3.1 The TCitH framework

The Threshold-Computation-in-the-Head (TCitH) framework, introduced in [FR23c| and improved in [FR23b|
aims to propose a generic and efficient proof system for modern MPCitH schemes. While traditional MPCitH
relies on additive secret sharing, TCitH explores the application of threshold secret sharing to the MPCitH
paradigm. When using threshold secret sharing with privacy parameter £ and N > ¢ parties, any set of ¢
secret shares of a secret value x do not leak any information about it, while £ 4+ 1 secret shares allow full
recovery of this value. The value of £ can be any value from the interval [1 : N — 1] whereas additive secret
sharing requires ¢ to be equal to N — 1. As a consquence, the number of emulated parties by the prover and
the verifier is now reduced, as only £+ 1 party emulations are now needed to produce a valid proof transcript,
instead of N using additive-based MPCitH (or 1 + log, N using the hypercube technique |[AGHT23|), thus
reducing the computational cost and making it independent of the total number of parties N. This also
allows choosing larger values for N, yielding better soundness for the proof of knowledge.

In [FR23b] the authors extend the TCitH framework with some new features. A new variant of the
framework is introduced, using GGM seed trees (instead of Merkle trees) for the generation and commitment



Table 1. Notations and parameters.

Inputs:

w Witness of the signature scheme, private key.

x = F(w) Public key.

154 Hints of the MPC protocol.

Secret sharing:

[w] Sharing ([w]1,..., [w]~) of a variable w.

Py Shamir’s secret sharing polynomial of a secret w.

dw Degree of the sharing polynomial P,,.

MPCitH:

N Number of parties.

T Number of repetions of the PoK.

4 Privacy parameter (i.e. the number of revealed parties).
t Number of challenges in the proof system.

A Security parameter.

€ Soundness error of the proof system.

MPC:

€ Randomness for the MPC protocol.

o Broadcast values.

P False positive probability of the MPC protocol.

%) Function representing a round of the MPC protocol.

dy Degree of the MPC protocol.

Degree enforcing scheme:

n Parameter of the degree-enforcing commitment scheme.
P Degree-enforcing polynomial.

U Witness expansion for the degree-enforcing commitment scheme.
Variables and routines:

salt Salt used as an input for XOF, Hash and commitments.
rseed Root seed for randomness expansion.

seed; Seed used by the i-th party.

com; Commitment to the i-th party’s secret shares.

TreePRG Returns a seed tree given a root seed.

MerkleTree Computes the Merkle (hash) root from the input values.
Masking:

d Masking order.

(z) (d 4+ 1)-masking sharing ({x)o, ..., {x)q) of a value x.
?(x) Masked version of ¢(z) that manipulates (d + 1)-masking sharings.
Misc:

[N1: Ngj The integer interval [N1, N2| N Z.

[N] The integer interval [1 : NJ.

e ETF Uniform random sampling from F.

of secret sharings, yielding shorter proof sizes. Some new features are also introduced, notably to use of
non-linear MPC protocols which are often simpler than linear ones, allowing even smaller proof sizes. The
interactive TCitH proof system is built from the following steps:

1. The prover generates an (£ + 1)-out-of-N secret sharing [w] of the witness w and commits each secret
share com; = Com([w];). Then, they sends a digest hy of all the commitments to the verifier.

2. The prover emulates the MPC protocol for a subset S C {1,...,N} of (d, - £ + 1) parties (where d,
is the degree of the MPC protocol), and sends a hash of the broadcast values hy to the verifier. The
MPC protocol might need several rounds in order to complete. A round corresponds to the sequence
of running the MPC protocol, broadcasting values and sending a hash of them to the verifier that can



respond with a random value that will be used in order to continue the execution of the protocol. The
variable ¢ denotes the number of such rounds.

3. The verifier samples a random subset of parties I C {1,..., N} of size £ and sends it to the prover.

4. The prover opens the commitments of all the parties in I, i.e. they reveal the secret shares [w]; for ¢ € I.
In addition, they reveal the broadcast shares o]+ of some other parties in I* = S\ I necessary to verify
the execution of the MPC protocol. They also send the necessary values to recompute hj.

5. The verifier checks the consistency of the values sent by the prover. They first checks that the commit-
ments of the opened shares are consistent with h, and if the broadcast values of the MPC protocol are
consistent with ho. If both hashes are consistent and if the output of the MPC protocol is ACCEPT, the
verifier accepts the proof. Otherwise they reject it.

The TCitH framework has two variants, which have different upsides. In the GGM variant, a GGM tree is
used to generate pseudo-random sharings. Instead of sending some secret shares to the verifier, the prover
only needs to send the sibling path to recompute the seeds and some auxiliary values, as originally proposed
in [KKW18| for additive-sharing MPCitH. Since the sibling path is built from seeds of A bits, it allows to
reach a lower communication cost of the protocol, yielding shorter signatures. In the MT variant, a Merkle
tree is used to commit to the parties’ secret shares. While this variant results in larger proof sizesE| the
verification time is shorter than the GGM variant: in order to verify the commitments, the prover only needs
to recompute the Merkle root from the authentication path which is faster than recomputing the full GGM
tree in the other variant, which results in much shorter verification time. The proof systems achieve the
following soundness errors:

do
p+(1—p)- ((N)) for the GGM variant,
o (), ()
p+(1—p)- (]f,%) + %i for the Merkle tree variant.
¢

In the rest of this work, we consider one-round MPC protocols (i.e. t = 1) in order to keep things simple. We
can obtain signature schemes by applying the Fiat-Shamir transformation over the TCitH proof system. We
refer the reader to [Figure 1| and [Figure 2| for a more formal description of the obtained signature schemes.

Degree-enforcing commitment of the MT wvariant. In [FR23b], the authors introduce the degree-enforcing
commitment scheme (DEC) in order to ensure that the committed secret shares are of the right degree in
the MT variant (which is a revised version of the prozimity test of Ligero [AHIV17]). First, the prover picks
a random vector u € " shares it into a (¢ + 1, N)-sharing and commits to it. Then, the verifier sends them
a random matrix I € 7/l (which is expanded from the Fiat-Shamir hash of the commitments in the
signature scheme). The prover then computes the sharing [¢] = I" - [w] + [u] and sends it to the Veriﬁerﬂ
The verifier can then check that [¢] is of the right degree, and that the revealed secret shares satisfy the
equality [¢] = I" - [w] + [u]. This ensures that the committed sharings are of the right degree with a high
probability which can be parametrized with the parameter 7.

GGM pseudorandom sharing generation. While in the MT variant, sharing polynomials of a secret w are
computed directly from coefficients (from {r;};c(1.¢), one computes the polynomial P, (X) = (Zle r X" +
w), the GGM tree variant uses a specific technique introduced in [CDI05] in order to build Shamir’s secret
sharings from the GGM tree leaves. Let us denote S}¥ all the subsets of [1 : N] of size £. Let Ty be one of
those subsets. Given (ZX) pseudorandom coefficients {s%}Tesév and Aw = w — ), s, the degree-¢ Shamir’s

! The authentication path of the Merkle tree is made of hash digests of size 2X bits vs. seeds of size A bits for the
GGM variant.

2 This is actually done by committing [€] with a hash digest, then the verifier can recompute [£] from revealed secret
shares of [w], [u] and using additional secret shares of [€] sent by the prover.



sharing polynomial of a value w is defined as:

Py(X) = Aw- Pr,(X)+ Y sp-Pr(X) (2)
Tesy

with Pr € F[X] being the unique degree-¢ polynomial such that Pr(0) = 1 and Pr(e;) =1 for all j € T,
where {e;} are the parties’ evaluation points for the Shamir secret sharing scheme. One can then deduce
secret shares by evaluating the polynomial P, (X) on the parties evaluation points.

Signature composition and verification. Let us now recall how the signatures are built and how the verification

works in a nutshell. The signature for the GGM variant is (the corresponding signing algorithm is described
in [Figure 1):

salt | hy | ho | ((pathj[ﬁ],Aw[e],Aﬁ[e]),comEf[L], [[a[e]]]p[e]> .

ec|T

and for the MT variant (the corresponding signing algorithm is described in |[Figure 2)):

salt | hy | By | ha | (([[w[e]}]i, 18], [[uge]]])iel,auth[ﬁ]’ [[a[e]]]l*[e],{pg[e](ei)}ieﬁ[e])eem

For the sake of simplicity, let us consider only one parallel repetition i.e. 7 = 1.

In the GGM variant, the verifier starts by recomputing all the GGM tree leaves except the hidden one
using the sibling path path;. Then, they can recompute the commitments to the recomputed leaves, and
using comy, they verify the consistency of the commitments by recomputing h} and checking that hy = hj.
Using the auxiliary values Aw, AB, the verifier recomputes the secret shares [w];, [8]; for all i € I. Next,
they expand randomness for the MPC protocol from h; and they simulate the execution of the protocol
using the secret shares [w];, [8]:, yielding the broadcast shares [a];. From [a]; and [«];+ they reconstruct
a and check that it is equal to zero. Eventually, they recompute the secret shares [a]s and recompute the
hash hj in order to check that hy = hj.

In the MT variant, the verifer starts by recomputing the commitments to the secret shares [w];, [8]:, [u]:
for all ¢ € I and check their consistency by recomputing the Merkle root h} using the authentication path
auth and check that hy = h}. Next, they expand I" from h; and recompute the degree-enforcing polynomial
secret shares [£]; using [w];, [B]:, [u]; for all ¢ € I. Using {Pe(e;) }ics+, they recompute the degree-enforcing
polynomial P and compute the hash h{ = Hash(F¢). Then, they check that Y = h} in order to check the
consistency of the computation of the degree-enforcing polynomial. The rest of the verification process is the
same as in the GGM variant: the verifier simulates the MPC protocol and checks its consistency.

3.2 Side-channel Analysis of TCitH-based Signature Scheme

We now explain the two signature schemes in detail, emphasizing the steps that are critical in a SCA context.
During the analysis, we consider that all the values of the signature are known to a side-channel attacker.
Thus, they can exploit them in order to try to retrieve some secret information. For the sake of simplicity, we
will consider only one parallel repetition (i.e. 7 = 1). We also consider that [w], [5], [u] are (¢+ 1)-out-of-N
Shamir’s secret sharings. Although it is always true for [w], it is not always the case for [3] and [u]. The
underlying sharing polynomial can have higher degree than ¢, we thus advice the reader to have this in mind
through the rest of this section.

Analysis of the GGM variant. describes the 5-round TCitH-GGM signature scheme.

Phase 0. The protocol starts by choosing at random some root seed and some salt. While the salt is considered
as a non-sensitive value since it is part of the signature, the root seed should remain secret because it is used
to generate masks to the secret key (cf next phases).



Inputs: A secret key w, a public key = F(w) and a message m € {0,1}".

Phase 0: Initialization.
1. Sample a random salt salt & {0, 1}Isatl,
2. Sample a root seed rseed & {0,1}*.
Phase 1: Sharing generation and commitment. For each iteration e € [7],

3
b

1. Derive randomness 7"1[1] < PRG(salt, rseed, e, —1) and compute the plain hint

B p(w, rls)

2. Compute the GGM tree:
{Seed[;]}Tes}‘ < TreePRG(salt, rseed, €)

3. Derive randomness from the seed tree as, for all T € S,
sl $Blel  PRG(seedld))
4. Compute the auxiliary values Aw® = w — S s?k’], Aplel = glel — S si[e] and compute the sharing polynomials P&,e](X)
and Pﬁ[C](X) as:

PI(X) « Aw!? - Pr,(X) + sp o pr(X),  PYX) A8 PR () + Y si Pr(x)
Tes]N Tesy
Then, compute the secret shares of all the parties in S, namely, for all ¢ € S:
[wLi, [8): = P (ea), P en)
with e; being the Shamir’s secret sharing evaluation point of the i-th party.

5. Compute the commitments, for all T € S,

com[;] < Hasho(salt, seed[;])

6. Compute the hash:
Rl Hashf)({com[;]}»p, Awle, Al
Phase 2: First challenge (randomness for the MPC protocol).
1. Compute hi + Hash (salt, A1t ... AlT).
2. Expand hy as (e/9) ey < XOF(h1).
Phase 3: Emulation of the MPC protocol. For each iteration e € [7],

1. Compute, for i € S,
[0]: = @, et ()i, [8"])

and recover o!¢! from [al?]s.
Phase 4: Second challenge (parties to be opened).
1. Compute hs < Hashz(m, salt, h1, [oM]s, ..., [al™]s).
2. Expand ho as (I[“])ee[,] < XOF(hz) where, for every e, I') C [N] is a subset of £ parties (i.e. [I1l] = ¢).
Phase 5: Assembling the signature. Output the signature sig built as

salt | by | bz | ((path[;[]g]#Aw[eLAﬁ[e])xcom[;[]ep [[a[e]]]me1>

eelr]

where path[f[]g] is the sibling path of the subset of opened parties 11!, and I*I¢! of cardinality da + 1 — £ is such that I*l€ n 1lel = ¢,

Fig. 1. TCitH-GGM signing algorithm.




Phase 1: Sharing generation and commitment. In the GGM tree variant, the signing algorithm starts by
computing the plain hint § from the witness w and some randomness r,, using some function v (which is
specific to each MPC protocol and will not be detailed here). Next, it computes a GGM tree with (JZ) leaves,
where each leaf corresponds to a subset T of {1,..., N} such that |T| = ¢. Then, from each leaf of the tree,
it derives some randomness s, 5? for the sharings of the witness and the hint. Using the pseudorandom
sharing method, it shares w, into (¢ + 1)-Shamir’s secret sharings. Then, for each T € Sév it computes
the commitments to the secret tape seedr. It eventually hashes all the commitments as well as the auxiliary
values Aw, AB and send the hash to the verifier.

First, as the hint computation is done using the plain value of the secret w, any probing attack on this
step allowing to recover this value is highly critical. Regarding the hint § itself, it is dependent of the MPC
protocol used within the framework and shall leak some information about the secret w in general (otherwise
it would not require to be shared as a hint in the first place). We should therefore always consider that the
hint 8 must be protected as the secret w itself. In addition, one needs to define a probing secure version of
the function . Then, a probing attacker could try to attack the sharing generation in two possible ways :

— The signature includes the sibling path of the GGM tree which allows the verifier to recompute all the
seeds of the GGM tree except one, which corresponds to the opened parties. From those (]Z ) — 1 seeds,
the verifier can recompute all the pseudorandom terms of the sum ;.. SN ST Pr(X) except one. From

these, using they can recover the secret shares of the revealed parties, [w]; and [3];, for all
i € I. In order to reconstruct the secret sharings of w, 8, a side-channel attacker needs to probe only
one secret share (among |S| possible secret shares), namely [w]; or [];, for all i € S\ I. In addition,
they can also probe the missing seed seed;, or the missing randomness s7, s? in order to recompute the
full sharings [w], [3] still using As the signature algorithm cannot know the secret shares
to be revealed in advance, one needs to mask all the shares of w, 3, as well as the seeds seedr and the
expanded randomness si, séi, forall T € Sév .

— During the sharing generation, the signature algorithm computes and stores the polynomials P, (X), Ps(X).
As storing a polynomial in memory simply consist of storing its coefficients, let us now analyse how one
could use any of the sharing polynomial coefficients in order to fully recover the shared secret. Given a
degree ¢ sharing polynomial P of a secret value w, and ¢ evaluation points of this polynomial, we have
the following system:

Pler)=efry+---+eri +w
P(es) =esro+-+-+eari +w

Ple)) =ebro+ -+ epr1 +w

where the ¢ + 1 unknowns are w,rq, ...,y This linear system has more unknowns than equations, so it
does not have a unique solution. By probing any of the polynomial coefficients (i.e. any unknown), the
system now has ¢ unknowns and equations, and then has a unique solution. Thus, with the knowledge
of 1 or more polynomial coefficient, finding the secret key w simply consists of solving a linear system.

During the GGM tree generation ({seed[Te]}Tesév < TreePRG(salt, rseed, €)), the signature algorithm com-

putes (]X ) intermediate seeds in order to compute the tree leaves. From an intermediate seed, one can
recompute the entire subtree with this seed as a root. So, a side-channel attacker able to probe any of the
parent seeds (and in particular the root seed rseed) of the hidden seed seed; would be able to recompute
all the secret sharings used by the signing algorithm during the signature, including [w]. Hence, all the
intermediate seeds need to be masked.

Regarding the intermediate values Aw, AS and all the commitments, they are either directly part of the
signature or can be recomputed from other elements of the signature. Therefore we can conclude that they
do not need to be masked.

Phase 2: Randomness for the MPC protocol. Using the hashes of the commitments, the signature algorithm
computes the Fiat-Shamir hash A1, from which it expands some randomness to be used in the MPC protocol.
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The values manipulated by the signature algorithm in this step are also part of the signature, so they can
be considered public. This phase thus does not leak secret information to a probing attacker.

Phase 3: MPC protocol. In this step, the signing algorithm emulates the MPC protocol for d,¢ + 1 different
parties, using their secret shares, the public key and some public randomness. It obtains the broadcast shares
of «, the output of the MPC protocol. More precisely, the signing algorithm computes, for each party i € .5,
[ali < o ([w]s, [8]). For each i ¢ I (I being the set of opened parties), the secret shares [w];, [8]; are
not part of the signature. As a consequence, a probing attack recovering them would allow to fully recover
the values w, 8. Regarding [a];,7 ¢ I* (where I* = S\ I), the secret shares of « are only useful to check the
consistency of the execution of the MPC protocol, and one can not deduce information about the witness
from them. Therefore, as all the hidden secret shares are sensitive to probing attacks, one then needs to
define a probing secure version of the MPC protocol, taking as input masking sharings of the secret shares
[w];, [B]: and returning a masking sharing of the broadcast share [«];. The latter can then be unmasked as
it is not sensitive.

Phase 4: Parties to be opened. Using the previous Fiat-Shamir hash, the message and the output sharings of
the MPC protocol, the signing algorithm computes the Fiat-Shamir hash ho and expands from it the parties
to be opened. As for Step 2, a probing attacker has no interest in attacking this step.

Phase 5: Assembling the signature. The signing algorithm includes the salt and the two Fiat-Shamir hashes
h1, he for the verification to be able to recompute the randomness for the MPC protocol and the indices
of the opened parties. It also includes the witness and hint corrections Aw, AS, as well as the sibling path
corresponding to the opened parties so that the verifier can recompute the secret shares of those parties.
Finally, it includes the commitment corresponding to the opened parties and the right number of secret
shares of the output of the MPC protocol so that the verifier can check the consistency of the commitments
and the output of the MPC protocol. As all the values manipulated in this step are public, they do not need
to be masked.

Analysis of the MT variant. describes the 7-round TCitH-MT signature scheme.

Phase 0. The protocol starts by choosing at random some root seed and some salt. Similarly than in the
GGM variant, the salt is considered as a non-sensitive value and the root seed is considered as a sensitive
one.

Phase 1.1: Sharing generation and commitment. In the Merkle tree variant, the signing algorithm starts
by computing the plain hint 8 as in the GGM variant. Next, it generates the random witness expansion u
and coefficients for the secret sharings of w, 5, u from the root seed rseed. Then, it computes Shamir’s secret
sharings [w], [8], [u] from those coefficients. For each party i € [N], it computes the commitments of each
party to their secret shares, from which it deduces the Merkle root h.

As in the GGM variant, the computation of the hint is a sensitive step from which a probing attacker
can directly extract some secret values. In the signature, the algorithm reveals £ secret shares of [w], [3], [u]-
As [w] is a (¢ 4 1)-out-of-N secret sharing, an attacker able to probe any secret share of w would be able
to fully recover the secret key. An attacker can also probe the sharing polynomial’s coefficients in order
to reconstruct the secret, as described in the GGM variant. The root seed rseed allows to deduce all the
coeflicients, so probing it also allows to recompute the secret.

Regarding the witness expansion w, it is used in the degree-enforcing commitment scheme to mask the
polynomial P which is revealed to the verifier so that it does not leak information about the witness.
However, by probing its value, the attacker would learn some information about w (using the linear system
& =T w+u) and would be able to recover w using multiple signatures. Indeed, they only need to gather
k signatures such that 7 -7 -k > |w| to solve the linear system. In addition, a secret share [u]; or one of
the coefficients of the sharing polynomial P, allows to recover the value of u, from which one can deduce
information about w.
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Inputs: A secret key w, a public key = F(w) and a message m € {0,1}".

Phase 0: Initialization.
1. Sample a random salt salt & {0, 1}Isatl,
2. Sample a root seed rseed & {0,1}*.
Phase 1.1: Sharing generation and commitment. For each iteration e € [7],

1. Derive randomness r,[lf] < PRG(salt, rseed, e, —1) and compute the plain hint

B p(w, rf))
2. Derive randomness and the random vector u from the root seed as,
N e 0201 10 Yreoiag)s 1 b reosan), u < PRG(salt, rseed, ¢)
3. From the random coefficients, compute the sharing polynomials PL! (X), P[;](X), Pl (X) and deduce the secret shares, for
all i € [N]:
[, 180, ] = P (e0), P (e2), P (e)
with e; being the Shamir’s secret sharing evaluation point of the i-th party.
4. Compute the commitments, for all ¢ € [1: NJ,
coml®! « Hashg (salt, [w!®];, [8']:, [u!¥]:)
5. Compute the Merkle root ~
Rl « MerkleRoot(coml, . .., com!d)
Phase 1.2: First challenge (randomness for the degree enforcing scheme).
1. Compute hy < Hash (salt, b, ... Al™.
2. Expand h; as (F[e])ee[,] < XOF(h1)
Phase 1.3: Computation of the degree enforcing polynomials. For each iteration e € [7] :
1. Compute Pg[e] « rll. gl 4 Pl[f], where Q!°) is computed from the polynomials of the sharings ([w!®], [8]) and Pl is the
sharing polynomial of [u(?'], and compute the Al = Hash(Pg[e]).
Phase 2: Second challenge (randomness for the MPC protocol).
1. Compute hf < Hash(salt, b1, A, ... AT,
2. Expand h} as (¢/)).e(r) < XOF(h}).
Phase 3: Emulation of the MPC protocol. For each iteration e € [7],

1. Computes, for i € S,
[ ¢, o (™, [8°]:)
and recomposes ol
Phase 4: Third challenge (parties to be opened).
1. Compute hy + Hashz(m, salt, b, [aM]s, ..., [a!]s).
2. Expand hs as (I["’])ee[,.] < XOF(hs) where, for every e, I} C [N] is a subset of £ parties (i.e. [Il¥] = ¢).
Phase 5: Assembling the signature. Output the signature sig built as

salt | b | 15 | ha | ([0, 8" [l Dier, auth), o] o, (P (en}iem)eem

where auth!®l is the authentication path for {com,[f]}ie] w.r.t. Merkle root 2l and I*ll of cardinality do 4 1 — £ is such that
Nl = ¢, and J* of cardinality § + 1 — £ (where § = max{¢, dg}) is such that J*[ 11l = .

Fig. 2. TCitH-MT signing algorithm.
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Therefore, one needs to mask all the secret shares of w, 8, u, as well as the root seed rseed and all the
expanded randomness {ry},{rs}, {r,}. The function ¢ for the generation of the hint(s) also needs to be
modified.

Phases 1.2/1.3: Computation of the degree enforcing polynomials. In Phase 1.2, the signature algorithm
expands randomness from the Fiat-Shamir hash h; in order to compute the matrix I" for the degree-enforcing
commitment scheme. Next, in Phase 1.3, it computes the degree-enforcing polynomial P; = I'-Q + P, and
hash it as h = Hash(P¢). The polynomial @ is the concatenation of the sharing polynomials of the witness
and the hints, scaled to reach the same degree §, namely:

Q(X) = (X Py(X) | X°~ ¥ P5(X))

where ¢ = max{/,dg}.

During the computation of P, an attacker able to probe either @ or P, would be able to fully recover
the secret key w. However, they would not have any interest in trying to probe P or I' as the latters are
public values: they can be deducted from the contents of the signature. Hence, the polynomials ) and P,
need to be masked while computing P which can then be unmasked.

Phases 2/3/4. These phases are the same as Phases 2/3/4 described in the GGM variant.

Phase 5: Assembling the signature. Similarly to the GGM variant, the signing algorithm includes the salt,
hi, ho in the signature. It also includes the hash h} so that the verifier can recompute the degree enforcing
polynomial. Additionaly, it includes ¢ secret shares of w,3,u so that the verifier can simulate the MPC
protocol and compute the degree enforcint polynomial for the corresponding parties. For the verifier to check
the consistency of the commitments, the MPC protocol and the degree enforcing polynomial, it includes the
authentication path for the commitments of the subsets of the revealed secret shares, some output of the
MPC protocol and some evaluation points of the degree enforcing polynomial.
All these values are public, so a side-channel attacker would have no interest in trying to probe them.

4 Masking of TCitH-based Signature Schemes

4.1 Introduction to Masking

One of the most widespread countermeasure to thwart side-channel analysis is masking. It consists of splitting
a sensitive value z into d + 1 masking shares, here referred to as masking shares (in contrast to the parties’
secret, shares arising in the MPC protocol), where d is a security parameter called the masking order. The
first d masking shares are chosen randomly, and the last one is chosen such that have:

= (z)o+ (T)1 + -+ (T)a

where + is the addition law on the underlying base field F. The (d+ 1)-tuple (z) = ((z)o, ..., (x)q) is refered
as a masking sharing of the variable x, which is said to be masked at order d. The most widespread types of
masking are Boolean masking, when the base field F has characteristic 2, and arithmetic masking, for fields
with characteristic greater than 2, both being additive masking types. When using masked variables within
a full program, the masking type sometimes needs to be converted, usually from Boolean to arithmetic of
from arithmetic to Boolean, see for instance |Gou0l} |CGV14] |(CGMZ22].

The operations on masking sharings are performed using so-called gadgets. A gadget for a function

fi(z,.. o 2n) = (Y1,.-.,Ym) (e.g., the field addition or multiplication) is a masked operator taking as
input some masking sharings (1), ..., (z,), and computing as output some masking sharings (y1), ..., (Ym)
with (y1,...,9m) = f(x1,...,2,). Gadgets often relies on (true) randomness in order to guarantee probing

security and secure composition.
A common model to analyze algorithms from a SCA point-of-view is the ¢-probing model ([ISW03]), where
an attacker is allowed to probe t different variables during the execution of the cryptographic algorithm, and
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is allowed to invoke the algorithm several times, possibly with different inputs and probing different variables
at each execution of the protocol. We say that a circuit C is t-probing secure (or t-private) if any set or ¢
intermediate variables during the execution of C' is independent from the secret. When designing masked
algorithms at order d, one tries to reach d-probing security, which is the best achievable.

When using Boolean or arithmetic masking, the F-linear operations on masked variables are straightfor-
ward: they can be executed in parallel on each masking share; for some linear function f and a masking
sharing (x), we have:

(F@) = (£(@ho),- - f(@)a))

The total number of operations is linear in the number of masking shares. On the other hand, non-linear oper-
ations (for example the multiplication of two variables) require interactions between the masking shares. For
example, let x = (x)o+(x)1 and y = (y)o+ (y)1. We have that xy = (x)o(y)o+ (x)o(y)1+ (z)1{(y)o + (x)1{y)1.
Using a naive implementation, the interaction between masking shares that appear in the computation often
break the ¢-probing security property of the gadget, needed to build secure circuits. We then need some
dedicated probing secure gadgets to deal with the non-linear operations. Also, non-linear operations often
have a worst computational complexity than linear ones, so reducing their count is crucial to build efficient
masked algorithms.

Typically, a masked algorithm is often built by composing several gadgets. In order to facilitate security
proofs of masked algorithms, we rely on the notion of gadget composition. Composition properties allows
to assess the security of each gadgets separately, and then guarantee that the composition of such gadgets
achieve some security (and often composition) property.

4.2 Probing-Secure Gadgets and Masked Primitives

In the following, we define the notion of simple composition which gathers different existing composition no-
tions. The point of simple composition is to ensure that any gadget compliant with this notion is composable
with any other gadgets having the same property. Since all the gadgets and primitives used within this work
are simply composable, they are composable with each other, which guarantees the probing security of the
masked signature constructions.

Simple probing-secure composition. There exists many composition notions for probing security. These no-
tions can be described with the following common blueprint. Consider a gadget G mapping n masking
sharings (1), ..., (z,) to m masking sharings (y1), ..., (4 ). One must show that it is possible to perfectly
simulate a set P of intermediate variables of the gadget (the internal probes), together with subsets J1, ...,
Jm of the masking shares of (y1), ..., (ym) from given subsets 71, ..., Z, of the masking shares of (x1), ...,
(%) In particular, the d-SNI notion [BBD 16| and the PINT notion [CS20| are as follows:

— d-SNL: VP, {T:}, s.t. |P| + max{|T;|} < d, subsets {Z;} are s.t. max{Z;} < |P|.
— PINL VP, {J;}, subsets {Z;} are s.t. |7, U...UZ, UJi U...UTm| < |J1U...UTm| + |P|F]

In words, d-SNI ensures that the internal probes P translate to the same number of probes on each input
masking sharing (since |Z;| < |P] for all 7) and the output probes are blocked (as long as the total number
of probes does not exceed d). On the other hand, PINI ensures that each internal probe in P translate to
one more share index to be revealed. We note that for one-input gadgets, d-SNT implies PINT (and is strictly
stronger).

A nice feature of PINI is to enable simple composition: by composing PINI gadgets, one obtains an
implementation which is d-probing secure [BBDT16]. In a nutshell, if the total number of probes on the
implementation is at most d, then the union of all the revealed masking share indices is also at most
d, implying that at least one masking share is always missing to recover sensitive information. Moreover,
the PINI property captures sharewise gadget, namely gadgets that process each masking share of the input

3 Here, the union of sets is to be understood as the union of the corresponding masking share indexes.
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masking sharing separately. One get that composing, e.g., sharewise addition gadgets and PINI multiplication
gadgets (over some field ), the resulting masked circuit is probing secure.

While d-SNI is stronger than PINT for one-input gadgets, it is not for multi-input (or more) gadgets. As
a matter of fact, one cannot compose d-SNI multiplications with sharewise additions in all generality: one
might require additional refresh gadgets [BGR18, BCRT23|. This is because, with the d-SNI notion, each
probe in P might reveal information on more than one input masking shares of different indexes. A solution
proposed in [GR17| (and later proved in [BGRI18| |(CS20]) consists of refreshing one of the input masking
sharings (resp. n — 1) using a d-SNI refresh gadget before entering a two-input (resp. n-input) d-SNI gadget.
By the d-SNI property, such double-SNT gadgets (as called in [CS20]) satisfy the following:

— Double-SNI: VP, {7}, s.t. |P| + max{|J;|} < d, subsets {Z;} are s.t. |Z1| + --- + |Z,| < |P].

Double-SNT implies (and is strictly stronger than) PINT and hence satisfy simple composition as introduced
above.

Our masked TCitH signature implementations leverage masked symmetric primitives, including hash
functions and pseudorandom generators (PRGs), as well as masked arithmetic circuits. Both components
are constructed using simply composable gadgets, ensuring that the resulting components are also simply
composable. This design allows us to trivially achieve a d-probing secure implementation of the signature
scheme.

In the following, we describe the specific simply composable gadgets used in our benchmark implemen-
tations. However, we emphasize that our approach remains compatible with alternative simply composable
masking gadgets.

The PINI multipication gadget. In |[CS20|, the authors introduce a PINI multiplication gadget detailed in

It requires d(d + 1)/2 random values, (2d+ 1) - (d + 1) field multiplications and 4d - (d + 1) field
additions, which yields a global complexity of O(d?).

Algorithm 1 PINI multiplication
Input: Masking sharings (z), (y) such that x = (z)o + - + (@)a, y = Yo + -+ + (Y)a
Output: Masking sharing (z) such that z =z -y = (2)o + -+ + (2)a
for i =0to d do
for j =i+ 1toddo
Ti,j <$; Fq
Tj,i < Tij
for i =0 to d do
for j=0tod, j#ido
Sij < (U); + iy
poy ()i +1) - 73
Pij 4 (@)i - si
tig < Doj + i
for i =0to d do
(2)i = (@)i - ()i + X jp i

Mask refreshing. One sometimes needs to refresh the masks of a variable, that is to compute a new masking
sharing (z)(, ..., (x)} of a variable x such that () = ((z)o,...,{(z)q). In [BCPZ16|, the authors introduce
a probing secure refresh gadget detailed in that has complexity O(dlogd). is
recursive, with n as the recursion parameter, and is initially called with n = d + 1 in order to refresh a d-th
order masking sharing. The algorithm has randomness cost upper bounded by [log, n] - n — n/2 (which is a
tight upper bound whenever n is a power of 2).
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Algorithm 2 QuasiLinearRefresh
Input: Masking sharing (z)
Output: Masking sharing (y) such that > 7 (y)s = > 1, (T)s
if n = 2 then
3
r < For
return ((z)1 + 7, (z)2 +7)
for i =1 ton/2 do
3
Ti < FZk
ai < (x)i +r;
Anjoti < (T)njots +Ti
(b1,...,bn/2) < QuasiLinearRefresh(ay,. .., a,/2)

(bnj241,-- -, bn) < QuasilLinearRefresh(a, /241, ..., axn)
for i =1ton/2 do
$
Ty < FQk

(y)s < bi + 14
<y>n/2+i —bpjori T i

return ((y)1,...,(y)n)

Masked symmetric primitives. A TCitH signature relies on symmetric primitives, specifically a hash func-
tion, an extendable output function (XOF), and a pseudorandom generator (PRG). The masking of standard
symmetric primitives, such as AES or Keccak, has been extensively studied. These primitives are composed
of linear operations, which can be applied sharewise on masked data with O(d) complexity, and non-linear
operations, which can be decomposed into field multiplications or bitwise AND operations. Non-linear op-
erations are handled using masking gadgets, such as the PINI multiplication gadget discussed earlier, which
typically induce an O(d?) complexity. As a result, the overall complexity of a masked symmetric primitive
is O(d?).

We focus specifically on Keccak, which is used in our concrete implementations of the hash function,
the XOF, and the PRG. In the Keccak permutation, the only step involving non-linear operations is the y
operation, defined as:

Aj = A+ (A1 +1) - Aigo

for every i, where the A; values represent the bits of the Keccak state array. The multiplication (A;41+1)-4;42
is performed using a multiplication gadget, specifically the PINI multiplication in our implementation. The
remaining operations in Keccak are linear and are therefore processed sharewise.

Hereafter, we denote the masked versions of the hash function and the PRG as Hash and PRG, respectively,
which are instantiated using the masked Keccak implementation described above.

Masked arithmetic circuits. The hint function ¢ and the MPC computation function ¢ can be expressed as
arithmetic circuits over IF. Masked versions of those functions will be denoted 1) and % and their definition
depends on their (non)-linearity. If those functions are linear, they can simply be applied to each masking
share separately. If they contain non-linear operations, the underlying filed multiplications are instantiated

using simply composable gadgets, such as the PINI multiplication gadget (see|Algorithm 1)).

Mask conversion. Depending on the choice of the MPC protocol (and its underlying cryptographic problem)
and the symmetric primitives, masking a TCitH signature might require the use of mask conversion gadgets
(see, e.g., [GouOl, [Corl7, [CGMZ22]). In this work, we assume that the base field F for secret sharing is a
binary field, allowing us to use Boolean masking for both the symmetric primitives (e.g., Keccak or AES)
and the secret shares within the MPC protocol. In cases where there is a mismatch between the masking
operations used for these two types of computations, mask conversion algorithms would be necessary, similar
to those employed for masking Kyber or Dilithium [BGR™21, (CGTZ23|. These conversion algorithms are
inherently complex and should be avoided to achieve efficient masked implementations. Therefore, as a general
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guideline for masking-friendly design, it is recommended to ensure compatibility between the arithmetic and
symmetric components in terms of masking operations.

4.3 Overview of the Masked TCitH Signing Algorithm

From the analysis of the sensitive variables and functions, we deduce a first masked version of a standard
TCitH signature in either the GGM tree or the Merkle tree variant. For the algorithm to be d-probing
secure, the sensitive variables are masked at order d, and the functions manipulating them are replaced by
the corresponding probing secure and composable gadgets. From the composition properties, we get that the
full construction is d-probing secure. We first describe the parts that are common to both TCitH variants,
and then we detail the generation and commitments of secret sharings. When possible, the execution index
e is made implicit for the sake of simplicity.

Phase 0: Initialization. This phase consists of randomly generating an encoded root seed (rseed) and a salt
salt. The encoded root seed is simply generated by randomly picking each of its masking shares:

(rseed)o & {0,1}"; (rseed); & {0,1}*; -+ ; (rseed)q < {0,1}>

Phase 1: Sharing generation and commitment. This phase consists of generating secret sharings of the inputs
of the MPCitH protocol, and computing commitments to their values. The detailed description of this phase
is given hereafter for the GGM variant in [Section 4.4| and for the MT variant (including the degree-enforcing

round) in

Phase 2: Challenge (randomness for the MPC protocol). This phase only manipulates public values and does
not need to be masked. It is similar as the description in |Figure 1| and [Figure 2|

Phase 3: Emulation of the MPC protocol. In the third phase, using the masked witness and hint, the signature
algorithm computes the masked MPC protocol, for each emulated party. Namely, for all ¢ € [S], it computes:

([adi) = B, (([w]a). ([8]:))
It then unmasks the MPC protocol output, for all i € [S]:
[a]; < Unmask({[a]:))
and recompose «. The signature algorithm can continue the execution of the protocol unmasked.

Phase 4: Challenge (parties to be opened). This phase only manipulates public values and does not need to
be masked. It is similar as the description in [Figure 1| and [Figure 2|

Phase 5: Assembling the signature. This phase consists of building the signature. As the signature is public,
this step does not need to be masked. It is similar as the description in |[Figure 1| and |[Figure 2| with the
exception that any value part of the signature that is masked at this moment needs to be unmasked before
being included in it.

4.4 GGM Variant: Masked Generation and Commitment of Sharings

We describe hereafter the masked version of Phase 1 (generation and commitment of sharings) for the GGM
variant. In the masked signing algorithm, this phase takes as input (w),salt, (rseed). First, the signature
algorithm expands randomness (share by share):

(ry); < PRG(salt, (rseed);, e, —1)
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for all j € [0: d], and compute the plain hint:

(B) + v({w), (ry)) -
The signing algorithm computes the masked GGM tree as:

{(seedr)}pesy « TreePRG(salt, (rseed), ¢)

using PRG. More precisely, the masked GGM tree also satisfies the only difference is that the
nodes of the tree are now masked seeds and the PRGs are masked. It obtains (JX) masking sharings of the
tree leaves {(seedr)}r, from which it derives randomness masking sharings, still using the masked PRG. For
all T € SN:

(si), (s7) ¢ PRG((seedr))

Next, it computes the masked auxiliary values:
(Aw) = (w) = D (%), (AB) = (8) = D _(s7)
T T

and recover the corresponding plain auxiliary values by:
Aw = Unmask({(Aw)) , AB = Unmask({AB)) .

Then, it computes the masked sharing polynomials of the witness and the hint as:

(Pu(X)) = Dw - Pr,(X)+ Y (%) - Pr(X), (P3(X))=ABPp(X)+ > (s5) Pr(X)
TesyN TesyN

and deduce the parties secret shares by evaluating them, for all i € S:

([wlo), (18):) = (Puw)(ei), (Ps)(ei)

The polynomial evaluation ([z];) = (P,)(e;) is to be understood sharewisely, that is every masking share
of a secret share is obtained by evaluating the corresponding masking share of the sharing polynomial. The
signature algorithm eventually computes the masking sharings of the commitments of the seeds using the
masked hash function:

(comp) = Hashg (salt, (seedr))

and unmask them:
comr = Unmask({comr))

for all T € Sév . It computes the hash of the commitments and the auxiliary values as in the unmasked
version. The rest of the masked signing algorithm continues with the execution of the MPC protocol as
described in

4.5 MT Variant: Masked Generation and Commitment of Sharings

We describe hereafter the masked version of Phase 1 (generation and commitment of sharings) for the MT
variant. In the masked signing algorithm, this phase takes as input (w), salt, (rseed). As in the GGM variant,
the signature algorithm first expands randomness (share by share):

(ry)j « PRG(salt, (rseed);, e, —1)

for all j € [0: d], and compute the plain hint:

(B) = b ((w), (ry)) -
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Using the standard (non-masked) PRG, the signature algorithm derives randomness masking sharings from
the masked root seed for the secret sharings of w, 5, u. For all j € [0: d]:

{1 b reodu)s L0 )5 breloida)s LY s breloida)s ()5 < PRG(salt, (rseed) ;. e) .

Namely, each masking share of the randomness is independently expanded from (rseed); using an unmasked
PRG. This is possible since the masking shares of random values are (pseudorandomly) uniformly distributed
and mutually independent. From the random coefficients, the signing algorithm computes the masked sharing
polynomials (P, (X)), (Pg(X)), (Pu.(X)) and deduces the secret shares, for all ¢ € [N]:

([wla), (181 ([uli) = (Pw)(ei), (Pa)(ei), (Pu)(e:)

Then, it commits to the secret sharings as:

(com;) = Hasho(salt, ([w]:), ([B]:). ([ul:))

and unmask them:
com; < Unmask({(com,))

for all 4 € [N]. From these commitments, it computes the Merkle tree and the Fiat-Shamir hash hy as in
Phase 2 of the unmasked version. In Phase 3, the signature algorithm computes the masked degree-enforcing

commitment polynomial as:
([Pe]) = I~ ([Pw]) + ([Pu]) -

This step is straightforward as the matrix-vector product is a linear operation. Next, it unmasks the poly-
nomial as:
P <~ Unmask((Pe)) .

The rest of the masked signing algorithm continues with the execution of the MPC protocol as described in
Section 4.3

4.6 Performances

The benchmarking approach detailed in allows to compute estimations of the performance and size
of the masked signature schemes using the MPC protocol ITpc from |[FR23b|. By taking different values for
the number of partiesﬂ N and a fixed value of £ = 1, we obtain different tradeoffs between the signature size
and performance, as illustrated in the scatter plots in [Figure 3| and [Figure 4] The figures on the right of each
scatter plot illustrate the distribution between the calls to different primitives for the signature instances
highlighted in gray in the corresponding neighbor figure. The primitives suffixed by _u are unmasked, and
the ones suffixed by _m are masked. The bar label sh_eval corresponds to the sharing generation, and the
bar label mult represent the time spent computing field multiplications, during the execution of the MPC
protocol. By analysing the performance of the masked signatures, we come up to the following observations:

— In the GGM variant, most of the running time of the signature is spent executing the masked Keccak
permutation, either in the case of a PRG (for the seed tree and the sharing generation) or a hash function
(used to compute the commitments).

— In the MT variant, while most of the runtime of the masked signature stays distributed evenly between
masked and unmasked Keccak at low masking orders, the calls to the masked Keccak permutation (used
to compute the commitments) become the bottleneck of the signature at higher masking orders.

We also remark that in both variants, the proportion of time spent executing the MPC protocol (which is
deducted from the count of masked /unmasked multiplications) stays relatively low compared with the time
spend executing masked symmetric primitives.

4 Taking a different number N of total parties modifies the soundness error of the proof of knowledge, and therefore
often changes the number of parallel repetitions 7 required to reach A bits of security. Different values for 7 allow
to make some trade-offs between signature size and performance, which are illustrated in the figures.
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TCitH-GGM (MQ-based) masked signature, N from 16 to 256

TCitH-GGM (MQ-based) masked signature analysis (N = 256)
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TCitH-MT (MQ-based) masked signature, N from 16 to 256
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Remark 1. In [Figure 3| and [Figure 4] we present detailed benchmarks to illustrate how the runtime of the

signature execution is shared between the calls to different primitives. However, in the rest of the article,
we will make the hypothesis that we have a hardware accelerator that computes (plain/unmasked) Keccak-
based hashes, decreasing the cost of computing the unmasked hash calls. The accelerator is not used in the
figures presented in this section. To fairly compare those figures with the ones of the following sections, you
can consider that the “unmasked” hash/PRG/XOF calls are computationally negligible. In practice, the
hardware accelerator does not impact much the benchmarks of [Figure 3| and [Figure 4] for d > 0 since the
computational bottleneck are the masking Keccak-based primitives (for which the hardware accelerator is

useless).
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5 Tweaking TCitH Signature Schemes for Masking Friendliness

In the unmasked TCitH signature schemes, a consequent part of the signing time is spent in symmetric
cryptography primitives, namely hash functions and PRGs. In a masked implementation, we saw in [Section 4]
that those primitives become the efficiency bottleneck increasingly as the masking order grows. In order to
make the TCitH signature schemes more masking friendly, we propose in this section different tweaks to
reduce the number of calls to those masked symmetric cryptography primitives. For the sake of simplicity,
we will keep the iteration index e implicit in the exposition when not explicitly required.

We introduce three different tweaks:

— Parallel seed trees: In the GGM variant, most of the running time of the masked signature is spent
computing the masked GGM tree and expanding randomness using a masked PRG. Hence, we introduce
a tweak that replaces the masked seed tree and masked randomness expansion with d + 1 parallel
(unmasked) seed trees and randomness expansions. This tweak also allows to unmask the commitments’
hash function by replacing it with d 4+ 1 parallel commitments.

— Commitments of masked sharings (a.k.a PR shares): In the MT variant, masked symmetric primitives
are only used during the computation of the commitments. We propose a tweak that allows to compute
these commitments unmasked while (slightly) increasing the signature size.

— Slack in open parties: In both variants, we can introduce slack in the open parties. Namely, we reveal less
secret shares than ¢ (the privacy threshold) in the signature so that more than one secret share must be
probed to recover secret information. This increases the inherent masking order of the signature scheme
for certain parts, allowing the signing algorithm to mask the variables at a lower order while keeping the
same global masking order.

5.1 Parallel Seed Trees in the GGM Variant

In order to avoid costly calls to the masked PRG in the masked seed tree, a solution is to rely on d + 1
parallel (unmasked) seed trees, independently generated from the masking shares of the root seed (rseed)q,
..., {rseed) 4. The masked signing algorithm is modified as follows. In Phase 1, the signing algorithm computes,
for all j € [0:d]:

{(seedr);}resy < TreePRG(salt, (rseed);, €)

in order to obtain all the masking shares of the tree leaves. Next, it expands randomness using an unmasked
PRG as, for all T € S and for all j € [0: dJ:

(s4);, (s7); < PRG((seedr);)

It can now compute the secret shares [w];, [8]; for all i € S as in the unmasked algorithm. It eventually
computes the intermediate commitments by hashing each masking share of the seeds independently as, for
each T € S and for all j € [0: d]:

com?, = Hashg((seedr);) ,

and deduces the commitments:

/
comr = Hash{(salt,com?,, ..., com%)

From there, the masked signing algorithm follows the description of apart for the building of the
signature which is now:

salt | b | Bz | (({pathll, | }jeroa, Awl?, ABH), comll, [[O‘[e]ﬂf*[e]>ee[f]

Instead of including a single sibling path per repetition, the signature now includes d + 1 sibling paths
{path’} ;c(0.q) so that the verifier can recompute the d + 1 seed trees and derive masked randomness from
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their leaves for all parallel repetitions. One can now check the commitments by computing them as in
the signing algorithm. Using the masked randomness, the verifier can recompute the masked secret shares
necessary for the simulation of the MPC protocol and unmask them before checking the consistency of its
execution.

The security of the construction follows naturally. Indeed, for all ;7 € [0 : d], the j-th seed tree takes
as input the j-th masking share of (rseed), and returns the j-th masking shares of the output seeds. From
those masking shares, we deduce the j-th masking shares of sharings randomness. In short, we get that the
operations are now sharewise, which guarantees that they are simply composable as introduced in Section [4.2]

The parallel tree approach reduces the computation overhead: instead of computing a single d-th order
masked seed tree involving operations that are quadratic in the masking order, the signing algorithm com-
putes d + 1 unmasked seed trees, for which the computational cost is linear in the masking order. However,
the signing algorithm now needs to communicate d+ 1 sibling paths to the verifier instead of 1 per repetition
so that they can regenerate the open secret shares. As sibling paths are responsible for a significant part
of the size in a TCitH-GGM signature, this tweak might only be viable at low masking orders and/or for
contexts where performances are critical while signature size might be relaxed.

5.2 Commitments of Masked Secret Sharings in the Merkle Tree Variant

In order to avoid masking the commitments’ hash function, one can hash the masking sharings of the
secret shares using an unmasked hash function and communicate the full masking sharings to the verifier
so that they can check the commitments. Including the full masking sharings in the signature represents
(d+1)- (Jw|+ 8| + |u]) - log, |F| bits per set of secret shares [w];, [B]s, [u]; instead of (|w|+ |8|+ |u|) - log, |F]|
bits when only including the secret shares, which represents a great overhead.

In order to reduce the communication cost and the size of the data being hashed, the masking sharings
can be compressed by making them pseudorandom. Such an approach has been proposed in [SR23| with
the goal of reducing the memory footprint of masked implementations. Formally, a pseudorandom masking
sharing of a value x (a.k.a. a compressed mask set in [SR23|), denoted ((z)), is the tuple:

() = ({(x)o,seedq, ..., seedy)

such that the tuple ({x)o, ..., (x)q) with (x); = PRG(seed;) for all i € [1 : d] corresponds to a valid masking
sharing of x. We also introduce in a compression gadget which converts a standard masking
sharing (x) into a pseudorandom masking sharing {(z)) of the same value. This gadget is obtained by com-
posing the quasi-linear refresh gadget from [BCPZ16] with the NI compression gadget from [SR23|. Doing so,
we obtain an SNI compression gadget with quasilinear complexity (as opposed to the quadratic complexity
of the SNI compression gadget from [SR23]).

Algorithm 3 MaskCompressNI from [SR23]
Input: Masking sharing (z)
Output: Pseudorandom masking sharing (z)).
(z)o < (z)o.
for j =1toddo
seed; & {0,1}*
(y); < PRG(seed;)
(z)o < (x)o — (y)s + (z);
return (z)) := ((z)(, seedy, ..., seedq)

Proposition 1. is d-SNL.
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Algorithm 4 MaskCompress

Input: Masking sharing (z)

Output: Pseudorandom masking sharing ((z)).
(z) + Refresh((z))
{(z)) < MaskCompressNI({x))
return (z))

Proof. [Algorithm 3|is proven d-NTI in [SR23|. It is easy to check that composing a d-NI one-to-one gadget
(i.e., a gadget with one input masking share and one output masking share) with a d-SNI one-to-one gadget

yields a d-SNI one-to-one gadget. We thus obtain that is d-SNI.

Using pseudorandom masking sharings and the compression gadget , we can now formally
introduce our tweak. Before computing the commitments on the masking sharings of the secret shares
([wls), ([B1:) {[u]:) for all i € [N], the signing algorithm converts them to pseudorandom masking sharings.
The pseudorandom masking sharings of the revealed secret shares are then included in the signature so
that the verifier can check the consistency of the commitments. The masked signature algorithm is modified
as follows. After computing the secret sharings in Phase 1, the signing algorithm compresses the masking
sharings of the secret sharings as, for all i € [N]:

{[w, B, u];) < MaskCompress(([w, B, u];))
with Jw, B,u]; = (Jw]: || [8]: || [u]:), where MaskCompress is the gadget described in [Algorithm 4] Here, we

see {[w, B,u];) as a single masking sharing of the secret share [w, 3, u]; so that the pseudorandom masking
sharing ((Jw, B, u];) has a single set of d seeds.

Then, the parties commit to their secret shares using a plain hash function. For all ¢ € [N] and all
j €10 :d], the signing algorithm computes

com? := Hash; ({([w, B, u]));) ,

which means hashing one full masking share when j = 0 and masking a seed when j > 1. It eventually
hashes the intermediate digests altogether in order to get the final commitment. For all ¢ € [N]:

com; = Hash{(salt,com?, ..., com?)

As the masking shares of each pseudorandom masking sharing are first hashed separately before computing
the commitments, we get that the construction is probing secure. The rest of the signing algorithm is the
same as the masked algorithm described in apart from the building of the signature which is now:

st | 16 | ({008, 00)) otk o, (P e b

ielle] e€[r]

Then, the verifier can recompute the masking sharings of [w];, [3]:, [u]: by setting, for a secret share [z];:

([zDo, ([=]rs -+ [2D)a) = (K[]iDo, v - -, va)

with y; = PRG({([x]:));), for all j € [1,d]. From these reconstructed masking sharing, the verifier recovers
the plain values of [w];, [B]:, [u]; for i € I®). On the one hand, they can recompute the intermediate digests
com! using the pseudorandom masking sharings from the signature, for each i € I and for all j € [0 : d].
They eventually can hash those intermediate digests in order to recompute the commitments com;,Vi € [
as described above. Then, they can recompute the Merkle tree using the authentication path and verify its
consistency. On the other hand, they unmask the secret sharings in order to check the consistency of the
execution of the MPC protocol, and check the consistency of the degree-enforcing commitment scheme.

To summarize, the masks are first compressed, and then committed in parallel. The intermediate com-
mitments are then hashed altogether to produce the final commitments. The simple composition of the
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compression follows from Then, the intermediate commitments are sharewise, so they are also
simply composable. From there, the rest of the commitments computation is unmasked as it is not sensitive.
Since all the intermediate functions manipulating masked variables are simply composable their composition
is also simply composable and d-probing secure. This tweak adds 7- £ - d - X bits to the signature. This O(d)
increase in signature size contrasts with the plain masked signature, which has constant size no matter the
masking order.

5.3 Slack in Open Parties

As mentioned in parties’ secret shares are sensitive values from an SCA point of view. In [SBWE20)],
the authors introduce a probing attack on the Picnic signature that targets the unopened party, allowing key
recovery. They present a new (N — 1)-private MPCitH paradigm, where the signing algorithm only reveals
N —d—1MPC shares (instead of N —1 in a unprotected case), yielding a d-probing secure signature scheme.
In the following, we apply a similar idea to the TCitH framework.

In order to design a more robust signature against probing attacks, the signature can reveal ¢ — o secret
shares instead of ¢, where ¢ is the privacy threshold of the MPC protocol and ¢ > 0 is the introduced
slack. Introducing a slack increases the inherent masking order of certain parts of the signature scheme.
For instance, for 0 = 1 the attacker would need to retrieve 2 secret shares to recompute the secret. More
precisely, the parts of the protocol that are concerned by this masking order amplification are all the ones
where the sensitive data is only the parties’ secret shares. By using adequate gadgets in the parts concerned
by the masking order amplification, we also get increased probing security. Let us analyse the parts of the
signing algorithm (see Figures|l| and [2) that are affected by this tweak:

— In the GGM variant, the sharing generation and commitment phase will not be affected by this tweak:
since the GGM tree leaves represent each possible combination of opened parties, adding slack will only
result in a smaller tree, with (," ) leaves. The signature will still include a sibling path from which the
verifier can recompute every leaf of the tree except one. This hidden seed still allows to recover the full
sharing polynomials of w, 8 so the inherent masking order of the sharing generation and commitment
phase is not affected by slack in the GGM variant.

— In both variants, the probing security of the MPC protocol computation is amplified by the slack. For
instance, let us consider o = 1. To recover the secret witness by targeting some secret shares in the
MPC computation, the adversary should at least retrieve two distinct secret shares [w]; and Jw];, with
i,j € S\ I (ie., [w]; and [w]; are two shares that computed by the signing algorithm which are not
revealed as part of the signature data). As the masked MPC function is d-probing secure, any subset
of d variables is independent of the secrets ([w];) and ([w];). If an attacker were able to probe d + 1
values and reconstruct [w];, they would still need to retrieve all d 4+ 1 masking shares of ([w];) in order
to recover the secret w. In total, the attacker would need to retreive 2(d + 1) in order to reconstruct
w. As any set of 2d + 1 masking shares of (Jw];) and (Jw];) are independent from the secret (which
follows from the randomness of the MPC shares and masking shares), we get that the MPC protocol is
(2d + 1)-probing secure for the MPC protocol simulation. Using the same reasoning, for a slack o > 1,
we deduce that the total probing security reaches (d + 1)(c + 1) — 1. This amounts to multiplying the
number of shares by a factor 0 + 1. A a result, one could reduce the masking order of the MPC protocol

variables and the corresponding gadgets to d’ = (ZE)] — 1 in order to reach d-probing security.

— In the MT variant, the signature reveals actual secret shares, so using a slack o > 1, an attacker would
need to probe o + 1 hidden secret shares in order to reconstruct a secret sharing. As a consequence,
in Phase 1.1 of the masked signature scheme, using the same reasoning as for the MPC protocol, we
get that the inherent masking order of the secret shares masking sharings ([w];), ([8]:), ([u]:) reaches
(c+1)-d+o. From this point, the rest of the signature scheme remains masked at this order as the only
critical values being manipulated are those secret shares, or dependent of those secret shares. That is,
the commitments, the computation of the degree-enforcing polynomials and the simulation of the MPC
protocol are affected by this tweak. As these phases are the only sensitive ones after the computation
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of the secret shares, we get that the probing security of the signature scheme after the secret shares’
computation is increased to (d 4+ 1)(c + 1) — 1. The signature algorithm can then reduce the masking

order of all the variables and the primitives used in those parts of the signature to d’ = ((gﬁ)] —1in

order to reach d-probing security.

Introducing such a slack reduces the soundness of the protocol so that one needs to increase the number 7
of parallel repetitions to reach the expected security level. This results in a slight increase of the signature
size.

In order to reach a global masking order equal to d while using a slack, the signature scheme is modified
in the following ways:

— In the GGM variant, instead of computing a seed tree with (JX ) leaves, the signing algorithm now
computes a tree with ( efa) leaves. However, the variables in Phase 1 are still masked at order d. In
Phase 3, the signing algorithm reduces the masking order of the secret shares’ (i.e. [w];, [8]:, Vi € |S])
from d to d’ and proceeds with the MPC protocol masked at order d'.

— In the MT variant, after computing the masked secret shares ([w];), ([8]:), ([u]:), Vi € [N] in Phase
1.1 by evaluating the sharing polynomials, their masking order is reduced to d’. The signing algorithm
proceeds with those low-order masked variables.

— The number of opened parties and revealed broadcast shares change as follows. The set of opened secret
shares I now has size /—o. The set of the revealed broadcast shares I* now contains d,+1—/¢-+o elements.
Also, the set of opened secret shares of the degree enforcing polynomial J* now has size § +1 — £ + 0.

6 Performance Analysis and Benchmarks

The masking countermeasures presented in and the tweaks introduced in impact the
signature performance and size. In this section, we precisely quantify this impact on the signature size and
performance, focusing on the primitives we decided to benchmark in practice.

6.1 Methodology

We begin by introducing the methodology used to estimate the size and performance of various masked
signature variants. The problem involves two primary variants (MT and GGM), multiple parameters (N, £),
different combinations of tweaks (including the slack parameter), and varying masking orders (d). This results
in a wide range of potential trade-offs between signature size and the performance of the masked signature
algorithm. Implementing all possible variants would be highly cumbersome and impractical.

Rather than arbitrarily selecting one or a few variants, our objective is to derive meaningful estimations
for the different variants on a given target execution platform. Specifically, we follow this approach:

1. Identification of computationally heavy subroutines: By analyzing the original signature algorithm and
its masked implementation, we identify the main computational bottlenecks. For our concrete implemen-
tations, these subroutines are: 1. the Keccak permutation, 2. the masked Keccak permutation, 3. the
field multiplication, 4. the masked field multiplication, 5. the mask refreshing gadget.

2. Formula derivation: We derive formulas to calculate the number of calls to each identified primitive for
a given signature variant. These formulas account for the different parameters (N, ¢, o, d, etc.).

3. Benchmarking subroutines: We benchmark all the identified subroutine primitives on a target embedded
platform to measure their performance.

4. Performance estimation: We inject the benchmarks in a script which estimates the total computation
time for each signature variant. The script calculates the weighted sum of the subroutine timings, where
the weights correspond to the number of calls (determined by the derived formulas).
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The estimation script and the benchmarking source code are included as supplementary material with this
submission and will eventually be made open-source.

In the remainder of this section, we focus on the specific case of an MPC protocol for verifying a Multivari-
ate Quadratic (M Q) problem, resulting in an M Q-based TCitH signature scheme, as proposed in [FR23b].
We begin by presenting a theoretical performance analysis, followed by a detailed description of our concrete
benchmarks and a comparison of the various masked TCitH variants.

6.2 Performance Analysis

In this subsection, we detail all the non-linear operations in the masked TCitH framework, namely the hash
functions, PRG, XOF and non-linear MPC protocols.

Symmetric primitives The TCitH protocol uses a hash function, a XOF and a PRG. As aforementionned
and suggested in [FR23b|, we instantiate these primitives with Keccak in our concrete implementations.
We hence consider the Keccak internal primitive, the Keccak-f function, as one of the subroutine of our
benchmarking methodology. The sponge construction operates by making a number of calls to the Keccak- f
function that depends on the input and desired output sizes. The sponge operates on data blocks of bit-size
r, the rate, which depends on the security parameter . For an instance of a SHA-3 function with rate r,
input I and output O, the number of total calls to the Keccak permutation is:
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where |-| is the size in bits. The possible values for the rate r are given in[Table 2

Table 2. Keccak block size for different security parameters.

A |Block size (SHA3)|Block size (SHAKE)
128 1088 1344

192 832 -

256 576 1088

The different use cases of the Keccak permutation within the TCitH framework are the following:

(PRG) In the GGM variant, the construction of the GGM seed tree for randomness derivation and the
commitments,

Hash) In the MT variant the construction of the Merkle trees for the commitments,
PRG) Randomness derivation using a PRG to compute secret sharings,

Hash) The commitments to each parties’ views,

Hash) Fiat-Shamir hashes,

XOF) Randomness expansion for the MPC protocol,

(
(
(
(
(
(

XOF) In the MT variant, randomness expansion for the degree-enforcing commitment scheme,

(XOF) Randomness expansion to choose the parties to be opened.

For each use case, we give in the input and output sizes of the underlying symmetric primitive for
the unmasked signature scheme (while taking into account the slack), together with an indication telling if
the primitive usage is sensitive to side-channel attacks (meaning that it should be masked or not). When
applied to the masked signature instances, the sensitive call would either be replaced by a call to a masked
primitive, or (d + 1) calls to an unmasked primitive, depending on the considered tweak.
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Table 3. Detail of the input and output lengths of every hash function, PRG and XOF call. The input/output sizes
and repetitions for the GGM/Merkle trees are given for the individual PRG /hash function calls within the tree.

Operation Input size |I| Output size |O| Repetitions |Masked?
{seed[;]}Tesév + TreePRG(salt, rseed, €) |salt] + A (for each node) 2 (for each node) (V)= 1)| Yes
s¥, s + PRG(seed})) A (lw| + 18]) - log, |F| (M) Yes
com! « Hash(salt, seed!s)) |salt] + A 2\ - (,~,) Yes
Alel Hash({com[;]}, Awlel A,B[e]) 2\ - (()ﬁ’) + (Jw| +18]) - log, |F| 2\ T No
{ri'}, {rf}, {ri},u < PRG(salt, rseed, e) |salt] + A ((di(—gull 2'3”' E‘gdﬁo—gzll)m 1Al T Yes
comgﬁ] <« Hash(salt, [w!®!];, [8]s, [u*]:) [salt] + (Jw| + |B] + |u]) - log, |F] 2\ T-N Yes
hl®l < MerkleRoot(comy, ..., comy) 4\ for each hash 2\ for each hash 7-(N—-1) No
(I eepr] < XOF(h1) 2\ 71 |w|-log, |F| 1 No
Rl Hash(Pg[e‘]) §-m-log, |F| 2\ T No
Ry < Hashy (salt, by, A RITT [salt| + (7 + 1) - 2\ 2\ 1 No
hi + Hash(salt, A1 ... AT |salt| +2X - 7 2X 1 No
() eerr) = XOF(h1) 2\ 7 el 1 No
hs  Hash(m, salt, h1, [aM]s, ..., [a]s)||m| + |salt] + 2A + 7 - |S] - || - log, |F| 21 1 No
(1) cefr] < XOF(h2) 2\ 7 (£ —0)-log,(N) 1 No

Masking of the Secret Sharing Generation

GGM wvariant. In the GGM variant, the signing algorithm first computes the sharing polynomials using
pseudorandom sharing generation. More precisely, it computes for each parallel repetition:

Py(X) < Aw-Pr,(X) + > s Pr(X), Py(X) « AB-Pr,(X)+ > s Pr(X).
Tesy Tesy

where Pr(X) are degree ¢ polynomials. It then evaluates the sharing polynomials, as, for all e € [7] and for
alli e S:

[[w]]iv Hﬁ]]z — Pu;(ei), Pﬁ(el) .

Recall that the secret values are usually vectors, so the Shamir’s secret sharing of the corresponding secret are
also vectors of polynomials. The number of masked field multiplications required for pseudorandom sharing

generation is the following:
N
re ol ((,2,) 1) -

The sharing polynomials are then evaluated on the parties’ evalutation points which are public values,
so they can be evaluated sharewisely in the context of masking. Horner’s scheme allows for evaluating
degree ¢ polynomials using only ¢ field multiplications, so we get that the total number of (unmasked) field
multiplications required for sharing polynomial evaluation is equal to:

(d+1)-7-|S]- (lw|+15]) -

MT wvariant. In the MT variant, the signing algorithm generates secret sharing of the witness and the hint.
More precisely, the algorithm computes, for each e € [7] and for each i € [N]:

[wli, [Bi, [u]i <= Puw(e:i), Ps(ei), Pule:) -

Using Horner’s scheme, we get that the total number of (unmasked) field multiplications required for Shamir’s
secret sharing generation is equal to:

(d+1)-7-N-£-(Jw] +[B] + [u]) -
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Masking of the MPC Protocol In our benchmarks, we instantiate the TCitH signature schemes with the
MPC protocol IIpc from [FR23b] that checks that a witness w € Fy is the solution of a polynomial system
in m equations. By setting the equations’s degree to 2, we obtain a protocol checking the solution of an
instance of the MQ problem, which is defined as ((A;);e(m]: (bj);em]> T,y) such that Vj € [m], A; € Fy*"
and b; € Fy are uniformly sampled, and for all j € [m], the following equality holds:

y; = 2T Ajx + bjTa: .

The MPC protocol batches the equations to verify them at once. It computes, for each party:

lof: = [vli + > - fi(lwls)

Jj=1

where the f; are the MQ polynomials. From the problem’s definition, the polynomial evaluation can be
rewritten as:

S filh) = Yo (Tl Ay Tl + 05 [l — )

Actually, an M Q instance can be represented using only triangular matrices, which reduces the multiplication
complexity of the execution of the protocol. The product A; - [w]; only involves linear operations and outputs
a vector of dimension n. So for each execution of the MPC protocol, each party only needs to compute n
non-linear multiplications. As the degree d, of this protocol is equal to 2, one only needs to simulate 2¢ 4 1
parties, so we get that the number of masked multiplications is:

2-44+1)-m-n,
and the number of unmasked multiplications is:

(2-€+1)-m-(w+n+p) ;

where p is the number of internal repetitions of the MPC protocol, i.e., the number of broadcast sharings
[a] (see [FR22| for details).

Impact of the Tweaks

Impact in performances. The tweaks introduced in aim to reduce the masking overhead of the
masked signature scheme, so we now study how the performance is affected by those tweaks in detail. The
number of calls to most primitives added by tweaking the schemes is summarized in Only the parts
of the masked signature that are affected by the tweaks are detailed, the ones following the standard masked
signature algorithm description are omited. The parts that aren’t mentioned in will be detailed in
the next paragraphs.

Adding slack to increase the inherent masking order of the secret sharings also modifies the signing
algorithms if one wants to reach a global masking order equal to d. The computational cost of each variant
is impacted in the following ways:

— In the GGM variant, the masking order of the MPC protocol is reduced to d' = [(g'ﬁﬂ — 1. The rest

of the computational cost is left unchanged.

— In the MT variant, the hash function computing the commitments, the computation of the degree-

encorcing polynomial and the simulation of the MPC protocol are now masked at order d’ = f((‘f%%ﬂ -1

As adding slack increases the soundness error of the underlying zero-knowledge proof, we stress that the

number 7 of parallel repetitions is likely to be changed with the addition of the slack, which also affects the
computational cost.
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Table 4. Detail of computation overhead of different primitives used within the masking friendly tweaks. The first
group of rows contains the operations appearing in the GGM variant, the second group contains the tweaked MT

variant operations. d’ = [ (iﬁﬂ — 1 denotes the reduced masking order due to the slack.
Operation Input size |I| Output size |O| Repetitions
{(seedr); }Tesj)’ + TreePRG(salt, (rseed);, e) |salt] + A (for each node) 2\ (for each node) |[(d+1)-7- (ziy)
(s%)5, (s7); ¢ PRG((seedr);) A (lw| +18]) -log, [F|  |(d+1)-7- ()
com?, < Hasho((seedr);) A 2\ (d+1)-7- (Zi’)
comr = Hash{(salt,com%, ..., com%) |salt] + (d+1) - 2A 2\ T (Zfo)
com? = Hasho(([w]:)o, {[8]:)o, ([u]i)o) (lwl + 18] + [ul) - log, |F| 22 T-N
com] < Hasho(mseed?) A 22 T-N-d
com; <+ Hash(salt,com?, ..., com{") [salt| + (d' + 1) - 2\ 2X T-N
([w, B, u]i) < Refresh({[w, 8, u]:)) (d +1) - (Jw| +[B] + [ul) - log, |F| Same as input TN
(Iw, B,uli); <= PRG(seed;) A (lwl + 18] + [ul) -log, [F||  7-N-d

Impact on the soundness error and the signature size. Adding the slack parameter results in a modified
soundness error formula which is now:

da
p+(1—p)- %N”; for the GGM variant,
= () ()
p+(1—p)- (EJ*V") + ‘%i for the Merkle tree variant.
l—o

where p is the false positive probability of the MPC protocol, which equals 1 / |F|# for the protocol ITpe with
p repetitions. From this soundness error and by taking into account the attack described in [KZ20a], one can
deduce the number of parallel repetitions 7 necessary to reach A bits of security. The signature size depends
on some quantities that are specific to each MPC protocol, that can be categorized as:

— inputs: the inputs values of the protocol, namely the witness and the non-uniformly-random hints,
— unif: the uniformly-random hints,
— comm: the communication of the MPC protocol.

The values of inputs, unif, comm are detailed in for different MPC protocols as an example, using the
parameters notations from the original articles. For instance, when using the protocol IIp¢, the inputs field
corresponds to the witness w, a.k.a. the solution of the M Q problem. The unif category corresponds to the
secret shares of the uniformly random hint v used to mask the MPC protocol. Finally, the comm category
contains the secret shares of the output value « of the MPC protocol.

We then obtain the following proof size in bits when applying TCitH-GGM:

N
SIZEGGM(t+1)02/\+7~<inputs+(da+1€+0)~comm+)\~10g2<£ >+2)\>, (3)
-0
and when applying TCitH-MT:
SIZEyr = (t+1) - 22+ 7 - <(£ — o) - (inputs 4+ unif) + (dy + 1 — £ + o) - comm

+2X- (£ —o0) - log, (K—NU) +(5+1)~n~log2F> . (4)

The above equations are general and the proof size can further be optimized depending on the MPC
protocol used. For example, using IIp¢, the signing algorithm can omit one secret share of comm, as its
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value is known to always be equal to zero. Then, for this MPC protocol, the signing algorithm only needs to
reveal d, — ¢ + o secret shares of comm.

Table 5. Input and commuication sizes for different MPC protocols.

MPC protocol inputs unif comm
TTrc [FR23H] Fal - og TF] rrme 1083 F] 7 Tog, I
MQOM v.1 |FR23a] (n+n-(2n1 —1)) - log, |F| na - 7 - log, |F| na - 7 - log, |F
SDitH [AFGT23] |(k + 2w) - logy |F| + t - log, [Fpoints||2d - ¢ - 10gs |Fpoints||(2d + 1) - t - logy [Fpoints|

[Equation 3] and [Equation 4] do not take into account the masking-friendly tweaks. In the GGM variant,
using d + 1 seed trees would yield a size of 7 - (d+ 1) - ()\ - log, (/_VU) + 2)\> for the sibling path and the
commitments. In the MT variant, committing pseudorandom masked secret sharing results in an overhead

of 7-d - \- (£ — o) bits in the signature, where d’ = (gﬂ)] —1.

Theoretical complezities of the different variants. We summarize in the theoretical complexities for
the size and performance of the different variants of the masked TCitH signature schemes. Recall that the
tweak of parallel seed trees is applied to the GGM variant while the tweak of committing pseudorandom
shares (PR shares) is applied to the MT variant. In addition, the slack can be applied to both variant (with or
without the previous tweaks) and induce a reduction of the masking order from d to d’ = (gﬁ)] —1 for some
parts of the masked algorithm. In the table, the function f(d) is equal to d for a linear MPC protocol and to
d? for a non-linear MPC protocol. The specific MPC protocol IIpc for MQ which we recall in Section
and consider in our benchmarks is non-linear and induce a complexity O(d?). An alternative would be to
rely on the linear MPC protocol for MQ used in the MQOM (v1) signature scheme [FR23al, BFR24].

Table 6. Theoretical complexities of each part of the different masked signature variants.

GGM (+slack) MT (+slack) |Parallel trees|PR shares|Parallel trees 4 slack|PR shares + slack
Randomness generation| O(d?), O(d?) O(d), O(d) O(d) 0(d) 0(d) O(d)
Sharing generation O(d), 0(d) O(d), O(d) O(d) O(d) o(d) O(d)
Commitment O(d?),0(d?) O(d?), 0(d?) O(d) O(dlogd) O(d) O(d' logd’)
DEC - 0O(d), O(d") - o(d) - o(d')
MPC protocol _|O(£(d), O(£(d)|0((d)), Of(@)| OU(@) | 0(f(d)) O(/(d)) O (d)

Randomness Consumption The gadgets used in this work need randomness from a True Random Number
Generator (TRNG) in order to guarantee probing security. As the TRNG cost depends of the execution
environment, we now detail the randomness cost of each masked algorithm, in bits.

The masked Keccak implementation used in our benchmark relies on the PINI multiplication from [CS20]
for the x step, which requires generating d(d+1)/2 random elements. As the Keccak permutation requires 600
logical AND on 64 bits registers, a call to the masked permuation has a randomness cost of 19200 - d(d + 1)
bits. Using formulas from [Table 9] and [Table 4] one can compute the total randomness cost for masking
primitives that use the Keccak permutation.

The gadget used for the masked multiplications in the MPC protocol Il p¢ is also the PINI multiplication
so that the total randomness cost (in bits) of the masked ITpc protocol is equal to

(o

5 >~1og2|F|~(2~£+1)~m~n.
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Finally, let us consider the randomness cost of the mask compression for the tweak of
the MT variant (see Section [5.2). Recall that the mask refreshing algorithm from [BCPZ16] called in the
compression has randomness complexity upper bounded by % + (k—1)-(d+ 1) random elements of the
base field. Since the mask refreshing is called 7 - N times on elements of size |w| + |3| + |u|, we get that the
total refresh randomness cost is equal to

r N (ul #1814 ) - | S (k) (@4 1)

bits.

6.3 Implementation and Benchmarks

We now have all the material to analyse every variant of the masked signature algorithm. In the following,
we detail the platform on which the primitives are benchmarked, and give some arguments in favor of the
accuracy of our benchmarking approach.

We benchmarked all the primitives used to mask the signature schemes on the RISC-V 32-bit architecture
with accelerated Keccak introduced in [Saa24] using the Verilator simulator, which ensures a cycle accurate
measurement. These benchmarks (in clock cycles) can then be plugged into a scriptﬂ implementing the
theoretical analysis. Then, for each variant of the signature scheme, one can deduce the corresponding
performance estimation (in clock cycles). From this performance estimation we deduce a timing by choosing
a reference frequency for FPGA embedded platforms, which we set to 250MHz. We also take advantage of
the hash accelerator which greatly speeds up unmasked Keccak.

Implementation of the Primitives The primitives and gadgets benchmarked on the RISC-V platform
have either been implemented from scratch, or borrowed for some other open-source libraries. Since there
is not any true randomness generator (TRNG) on the platform, the primitives using true randomness were
implemented assuming a fast TRNG for which getting a random byte (or word) consists of reading a hardware
register without further overhead. We stress that a non-zero generation overhead can be specified to our script
for platform with costly randomness generation.

In order to use the Keccak accelerator from the platform, we used a driver which allows communication
with the coprocessor. While a typical execution of the Keccak permutation on the RISC-V platform takes
~ 50000 cycles, it only takes 24 cycles using the accelerator. As a consequence, the communication cost
(which consists of memory write and reads) with the coprocessor becomes the main bottleneck when using
the accelerator. This has to be taken into account, and the execution time of a SHA3 function now depends
more on the input and/or output sizes than the number of calls to the permutation. Here are the different
functions that were benchmarked:

Keccak. The masked software Keccak implementation was built upon the source code associated to [BC22].
The unmasked Keccak variant is benchmaked using the reference XKCP libraryﬁ The RISC-V platform has
2 different hardware SHA3 accelerators that can be used in parallel. They require memory reads and writes
in order to communicate. In our context, we often require the use of the incremental SHA3 API, which is
useful to update a Hash/XOF context many times before producing a digest. When using this platform with
coprocessor, caution has to be taken to avoid having two running Keccak contexts at the same time. Indeed,
when using more than 2 instances, their contexts need to be transferred back and forth whenever using an
accelerator, which is not optimal and should be avoided whenever possible. The platform accelerated Keccak
was benchmarked for multiple input and output sizes, which allows deducing an accurate formula to compute
the corresponding cycle count. Using these Keccak benchmarks we deduce benchmarks for Hash functions,
PRGs, XOFs. In practice, they are all instantiated using SHAKE-X, A € {128,256} chosen accordingly with
the target bit security.

5 Available at https://github.com/CryptoExperts/tcith-sca-estimator.
6 https://github.com/XKCP/XKCP
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GF(256) multiplication. We use different variants of field multiplication, either based on logical operations,
look-up tables, or both. The one based on logical operations is directly borrowed from the 1ibmpcith 1ibraryE|
(a generic MPC-in-the-Head library). The small-table method (which requires a 1024-byte lookup table for
multiplication over GF(256) and 4 memory reads) is extracted from the htable libraryﬂ (higher-order masked
implementations of AES and DES), and the full table simply relies on a 2'6-byte lookup-table in order to
perform multiplications using only one memory read. Since the RISC-V platform does not have any cache,
multiplications based on lookup tables are not subject to cache timing attacks. Hence they can be used in
this context to reach better performance, at the cost of an overhead in code size and memory usage that can
reach up to 64 kB using full lookup table.

Masking gadgets. The gadgets used in our context are implemented from scratch following the pseudocode of
the reference papers. The multiplication gadgets use one of the three field-multiplication variants mentioned
above.

These primitives represent most of the execution time of the signature, so computing a performance
estimation from their individual benchmarks ensures an accurate result.

Arguments in favor of the benchmarking approach The methodology we follow allows for avoiding
implementing the full signature, but one might wonder if the estimation it computes is sufficiently accurate.
To evaluate its accuracy, we compare the performance of the reference implementation of TCitH—MTﬂ (from
libmpcith, using the ITpc protocol over GF(256) and taking advantage of the SHA3 accelerator) with
separate benchmarks of each part of the signature algorithm following our methodology. We present the

comparison in

Table 7. Arguments for the benchmarking approach. Code is compiled using riscv64-elf-gcc 14.1.0 optimized
using the -03 flag.

Primitives Real performance|Estimation|Gap (in %)
Sharings compuation 11517895 7967232 —44.57
Commitments 15384 832 14251520 —7,95
Merkle tree 10924411 12907 080 15,36
MPC simulation 46 000 082 52834 981 12,94
Sum 83827220 87960813 4,7
Total 86131516 88430479 2,6

First, we observe that the main runtime of the signature is spent executing four different parts, namely
computing the secret sharings, committing to them, computing the Merkle tree and simulating the MPC
protocol. Since they represent more than 97% of the actual runtime in our example, we assume that limiting
our analysis to these primitives produce an accurate estimation of the actual signature performance.

Next, we look at the accuracy of our estimation for the different parts of the signature. The sharings
computation and MPC simulation phases are estimated using only single benchmarks of field-multiplication,
and then applying the formulas mentioned before in this section. This gives lower estimations which can
be explained by the fact that we only count field multiplications and not the linear operations. The field
multiplication benchmark, which is around 20 clock cycles, has a relatively small value, which can vary a lot
depending on other parameters. For instance, if both operands need to be read in memory, the real-life case

" https://github.com/CryptoExperts/libmpcith/

8 https://github.com/coron/htable/

9 The RISC-V benchmarks we provide in for the full signature are the first to be given on an embedded
platform. Assuming the existence of a hardware SHA3 accelerator, and supposing a CPU frequency equal to
250MHz, we obtain a signature that would run in 0.34s. When taking a more conservative value for the frequency,
such as 100MHz, we obtain a runtime of 0.86s, which is still less than one second.
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can be worse, which can explain why the estimation of the sharings computation performance is way faster
than the actual performance. Unfortunately, these fluctuations are hard to predict and widely depends on
the compiler and its options.

When transitioning to masking and gadgets, these differences are expected to fade. This is because masked
multiplications become the dominant factor as the masking order (d) increases. Since our estimations are
derived from accurate benchmarks of full multiplications (for each masking order), the accuracy of our
predictions (based on the benchmark scaled by the number of calls) quickly becomes more accurate as d
grows.

We also note that the benchmarks of the primitives that use the accelerated Keccak are more accurate to
the actual clock counts, since the Keccak accelerator benchmark is mainly a read/write benchmark. When
using software Keccak, we also observe that the estimation is close to reality. Indeed, the Keccak permutation
is heavy in computation and behaves similarly no matter the use-case. The overhead of memory reads and
writes for example are much less important that the actual execution of the permutation in itself (which is
around 50000 cycles), thus the results are more accurate. For example, the estimated performance for the
commitments is —7% using software Keccak while the gap for the Merkle tree computation is —5%.

To be conservative, we advise the reader to take the timings obtained by the estimation with a grain
of salt, that is to say to consider these estimations more as orders of magnitude for the masked signature
performance than actual cycle counts. Once again, our aim here is to explore many different scenarios and
provide insights on which variants of the masked signature would be the most interesting in practice.

6.4 Results

We present hereafter the results we get with the estimator to evaluate the performance of the various
tweaks and variants of the masked TCitH signature. We explore 2 different aspects: we first observe how the
performance and sizes scale with the masking order in general; we then focus on specific instances to reach
the best trade-offs that would be suitable for a real-life scenario.

Performance Scaling In this first part, we observe how the performance behaves for different number of
masking shares (d+1) € {1,2,4,8,16,32} and £ = 1 opened parties (without slack). These numbers illustrate
how the performance scales with the masking order, and thus if the variants would be suitable for high-order
masking or not. We compare these results to the reference estimations of the standard masked algorithm
presented in [Figure 3| and [Figure 4}

We present in |[Figure 5| and [Figure 6] the estimated timings for the tweaked MT and tweaked GGM
variants (without slack) that are to be compared with |[Figure 3| and |[Figure 4| for reference. We use the
same caption as in for the bars, with the added refresh label that correspond to the refresh
function called by the MT pseudorandom shares tweak. The tweaks allow to optimize the calls to critical
hash functions and XOF, by replacing all the calls to the masked Keccak permutation with d + 1 calls
to the unmasked permutation. We thus make use of the platform’s Keccak accelerator since it allows for
strictly better performance for every variant. In this respect, the tweaks manage to reduce the computational
complexity related to hashing from O(d?) to O(d) for both variants. However, this comes at the cost of making
the signature grow in size, reaching more than 50 kB for the GGM variant and more than 15 kB for the MT
variant at higher masking orders.

In we illustrate how the timings of the different variants of the TCitH-MT signature scale
compared with the standared masked signature. We see that we gain an order of magnitude at lower masking
orders and almost two orders of magnitude at higher ones. We will further comment on this in the next part,
in particular on the subject of signature size.

In we present scaling of the GGM variant. We see that the parallel trees approach is the most
interesting tradeoff. Parallel trees with added slack is a bit better but at the (hidden) cost of massive signature
size.
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Table 8. Performance scaling of the different masked TCitH-MT variants (N = 256, = o + 1). The labeled columns
correspond to the signature timing in seconds. The % columns represent the percentage of time in comparison with
the “standard” column.

d + 1|Standard |PR shares % [Slack (' =1) % |PR shares + slack (d'=2) %
1 0,35 - - - - - —
2 | 518 1,1 2133 063 1224 1,1 21,33
3 9,84 1,94 19,69 0,95 9,7 1,94 19,69
4 18,86 2,83 15 1,34 7,08 1,87 9,9
8 | 813 732 9,01 3.39 417 3,63 4,47
16 | 339,05 20,22 5,96 10,88 3,21 8,39 2,47
32 11534,04 60,3 3,93 45,6 2,97 23,41 1,53

Table 9. Performance scaling of the different masked TCitH-GGM variants (N = 256, ¢ = 0+1). The labeled columns
correspond to the signature timing in seconds. The % columns represent the percentage of time in comparison with
the “standard” column.

d + 1|Standard |Parallel trees % |Slack (d' =1) % |Parallel trees + slack (' =2) %
1| 03 - - - - - -
2 14 0,93 6,62 15,91 113,63 0,93 6,62
3 | 2721 143 527 338 124,2 1,43 5,27
4 53,31 2,03 3,8 71,96 134,98 1,9 3,57
8 235,76 4,94 2,09 523,5 222,05 4,38 1,86
16 | 992,82 13,98 1,41 2969,67 299,11 11,83 1,19
32 | 4519,48 45,02 1 30215,26 668,56 36,3 0,8

Specific Instances In order to illustrate real-life performance, we now focus on specific signature instances
that provide interesting trade-offs for given masking orders. To do so, we explore different parameters sets,
and we only focus on the instances giving the best results, either size-wise or performance-wise.

MT wvariant. For the MT variant, we present the different trade-offs for given numbers of masking shares
in [Figure 7] [Figure 8 and [Figure 9 We point out that that on all the figures presented in this section, the
x-axis does not start from 0. We use four differents base instances, namely:

— The standard masked signing algorithm, for reference,
— The tweak of pseudorandom shares (PR shares),

— _ dt1 _
— Full slack, that is using 0 = d = 255 =1,

— The tweak of pseudorandom shares with half slack (s.t. % =2).

In each figure, we highlight the Pareto front points with black edges : those points are such that no points
are better on both axes so that each of them provides a relevant trade-off. The four different base instances
allow for 4 different trade-offs. While the standard masked signing algorithm yields the shortest signatures
and full slack gives the best performance, the 2 other variants are more interesting trade-offs. In particular,
when using PR shares and half slack, we get a smaller signature size than full slack, while still benefitting
from slack which allows to reduce the masking order of the other parts of the signature. In addition, the
hash complexity is linear in d thanks to the PR shares tweaks, which ensures similar performance as with
the full slack variant.

Among all the trade-offs for the MT variant, we emphasize the most interesting instances with respect
to different criteria in for d € {3,7}.

In addition, we observe that, as the masking order grows, the variant leading to the most interesting trade-
off changes. While full slack has the best performance at lower masking order, half slack with pseudorandom
shares becomes most interesting when d grows. A tentative explanation is the following. While, in both
variants, the time spent computing the commmitments and executing the MPC protocol is roughly the same
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Fig. 5. Masked TCitH-GGM with parallel seed trees and accelerated Keccak signature analysis (¢ = 1), for different
numbers of masking shares d + 1 € {1,2,4, 8,16, 32}.

Table 10. Masked TCitH-MT signature performance for masking orders d € {3,7}. Standard (untweaked) instance
parameters are chosen to have the fastest signing time. Tweaked instances use different techniques detailed in the
article to reduce the computation overhead.

(¢,0,N) Size Time‘ 4o
Masked (no tweak) (4,0,64) 11.2 kB 4.7s | (4
Tweaked (same size) (4,1,192) 11.1 kB 1.18s|(2,
1
7

4,1
PR shares (short) (1,0,224) 8 kB 2.66s|(1,
PR shares (fast) (7,3,208) 14 kB 0.67s|(7,

N) Size Time

,0, 64) 11.2 kB 16.4s
0,112) 11.1 kB 5.56s
0
3

,224) 9.2 kB 6.9s
,208) 17.5 kB 1.75s

Speedup 4-Tx ‘ 2-9x

at equivalent masking orders, the full slack variant requires increasingly more time to generate the sharings.
Indeed, this part is not affected by slack, and requires more computation in the full slack variant since its side
effect is to increase the soundness error of the underlying zero-knowledge proof (and thus also the number
of required parallel repetitions).

GGM wvariant. In[Figure 10| and [Figure 11] and [Figure 12| we present the different masking trade-offs when
using the GGM variant. We also highlight the Pareto front points with black edges. We observe that in any
masking order, the use of slack does not yield optimal results for any parameter set: since it only affects the
MPC protocol, the signature still needs to perform a lot of masked hashing, while suffering from a soundness
drop. As a consequence, the standard masked signature is better in terms of size, and the signature using
the parallel seed trees is better in terms of performance.

The tweak of parallel seed trees is the only viable variant here: it has constrained performance and
somewhat usable signature size at low masking orders. Combining it with slack does not yield very interesting
results. The performance is a bit better, but the signature size increases a lot, which adds up to the already
high overhead of the parallel trees tweak.
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Fig. 6. Masked TCitH-MT with commitments of masked sharings and accelerated keccak signature analysis (¢ = 1),
for different numbers of masking shares d + 1 € {1,2,4, 8,16, 32}.

7 Extension to VOLE-in-the-Head

In this article, we focused on the TCitH framework [FR23b], which is one of the most recent generic framework
in the MPCitH paradigm. Another prominent work in this family is the VOLE-in-the-Head (VOLEitH) which
was proposed at CRYPTO 2023 |[BBD"23]. As explained in [FR23b|, TCitH-GGM framework has strong
similarities with the the VOLEitH framework. While the latter has been introduced using the VOLE (Vector
Oblivious Linear Evaluation) formalism, we can also interpret it using a sharing-based formalism as in TCitH.
After generating 7 (2, N)-secret sharings of the witness w using GGM trees (as in TCitH-GGM with ¢ = 1),
the VOLEitH proof system does not run the MPC protocol 7 times in parallel over those sharings, but
instead it “merges” them into a (2, N7)-secret sharing of w living in a degree-7 field extension K of F. It
then runs the MPC protocol over this (big) sharing. Therefore the main differences between VOLEitH and
TCitH-GGM are the following;:

— VOLEIitH has an additional step which consists of merging the 7 sharings. In the underlying interactive
proof system, this step requires an additional prover-verifier round, and so in the non-interactive setting,
it adds a Fiat-Shamir hash in the signature scheme (as TCitH-MT with the degree-enforcing test). This
additional round is a consistency check that aims to ensure the verifier that the shared values in the 7

parallel sharings are the same (which is a required property to enable the VOLEitH framework to be
sound).

— The MPC protocol is run only once over a large field extension in VOLEitH, while it is run 7 times over
a small field in TCitH.

Analysis. For a masked implementation, the VOLEitH’s merging strategy with the consistency test is not
expensive to protect since everything is linear (as the degree-enforcing test in TCitH-MT). Then, to secure
the MPC execution, we can use the same approach as in TCitH: we rely on a masked variant of the MPC
protocol, where each multiplication is replaced by a secure multiplication gadget. However, we will need to
use gadgets over the field extension, since the sensitive values (the input shares) live in K in the VOLEitH
framework.

Tweaks. In we proposed three tweaks to make the TCitH framework more masking-friendly. Two
of them are applicable to TCitH-GGM: the parallel seed trees and the slack in open parties. Only the tweak
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using parallel seed trees can apply to the VOLEitH framework. Having a slack ¢ > 0 (namely revealing
only ¢ — o shares where ¢ is the privacy threshold) requires to have £ > 1 + ¢ > 2. However, the VOLEitH
framework only supports (2, N)-secret sharings, i.e. sharings with a privacy threshold £ := 1, because of the
merging strategy (which works only when the underlying Shamir’s polynomials are of degree 1).

Summary. Masking the VOLEitH framework is very similar to masking TCitH-GGM, but it tends to be less
flexible for tweaking because of the additional design constraints due to the merging strategy.

8 Conclusion and Perspectives

Through this work, we studied how to mask the TCitH signatures in the ¢-probing model and how to tweak
the TCitH framework towards masking friendliness. We proposed concrete tweaks and analyzed the obtained
performances and signature sizes. In particular, when using the tweaked MT variant, we obtain signatures
of 10-15 kB for a number of masking shares up to 8 which can be compared with the signature sizes of
Raccoon [dPKPR24], another masking-friendly post-quantum signature scheme which is based on lattices.

Our proposed tweaks and experiments also provided valuable insights. A key observation is that GGM
trees are not well suited for masking-friendly designs. Since recovering any parent seed allows an attacker to
fully reconstruct its child nodes, these structures tend to leak information at every level. Additionally, GGM
trees rely on cryptographic primitives such as AES or Keccak, which are relatively costly to mask, making
them suboptimal in this context. In contrast, the TCitH-MT variant is more amenable to masking. Merkle
trees, by design, only require masking at the leaf level which, thanks to our tweak, can be implemented in a
masking-friendly way with only a moderate impact on signature size.

Regarding the asymptotic complexity of the masked signing algorithm, we come up with the following
conclusions. The arithmetic parts of the signing algorithm can be of complexity O(d) with a linear MPC
protocol or O(d?) otherwise. For the non-arithmetic parts —which are the practical bottleneck— we succeed in
reducing the complexity to O(d) or O(dlog d) using our tweaks, as described in[Table 6] (where d can be further
replaced by the reduced slack order d' in some parts). However, the three tweaks do not produce signing
algorithms with constant-size signatures. The slack parameter affects soundness —and consequently signature
size— based on the masking order, while the impact of the other tweaks on signature size is similarly dependent
on the masking order. As a result, we do not achieve constant-size signatures with favorable performance
scaling. Addressing these limitations represents a challenging and promising direction for future research.

Finally, the benchmarking approach we use is sufficiently accurate to compare all the possible cases,
and has the advantage of being highly modular and fast to use when exploring new tweaks of the original
algorithms.

Note on signature size scaling. In this article, different tweaks have been presented to lower the computational
cost of masking the signature scheme, but the main downside is that the verification algorithm (and the
signature size) depends on the masking order. This may be an issue in a asymmetric context where the same
signing and verification algorithm would be used on platforms with different SCA security requirements (e.g.
some physically vulnerable embedded systems vs. unprotected server). In such settings, we would like to
have a signature scheme for which the verification algorithm (and so the signature size) does not depend on
the SCA security of the signer. This issue could be solved by taking an upper bound for the masking order
dmax (€.9. dmax = 7), and setting the signature scheme for this given masking order. As a consequence, the
resulting signature scheme would have a common verification algorithm and will be “masking-friendly” as
soon as the masking order d of the signer is at most dmax (i-€. d < dmax). This is the approach adopted in
the masking-friendly lattice-based signature scheme Raccoon [dPKPR24] where signature sizes are affected
by the masking order (albeit to a lesser extent). For this reason, the authors of Raccoon selected scheme
parameters that ensure masking-friendliness up to a threshold masking order (d < 32).

Perspectives for Future Works

Full implementation. As discussed in our bencharking approach results in performance estimations
but do not provide a cycle-accurate timings for a given variant. In this respect, it would be interesting to
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produce a complete implementation of a masked TCitH signature, for example, the tweaked Merkle tree
variant which arguably provides the most interesting trade-off. For a target platform such as the RISC-V
platform considered in our benchmark, or an ARM Cortex-M4 platform, the implementation would allow
to obtain concrete performance results, as well as performing experimental leakage analysis. In addition,
such an implementation would provide concrete timing overhead due to the randomness cost of the masked
signature.

Theoretical complexity vs. signature size. The masked TCitH variants proposed in our work either reach
O(dlogd) complexity at the cost of a linear growth of the signature, or have constant signature size but
O(d?) complexity. It would be interesting to investigate, possibly with other tweaks, if it is possible to reach
constant-size masked signature algorithm with at most O(dlogd) performance complexity.

Further trade-offs. Through this work, we presented various ways to mask the signature schemes based on
the TCitH framework. Additional directions might be investiguated in future works.

1. In this work, we consider a context where only a hardware accelerator for plain Keccak is available.
Alternatively, one could imagine scenarios where a hardware accelerator for masked Keccak is used. For
instance, [Saa24] introduces a masked Keccak accelerator that operates with three masking shares. The
availability of such an accelerator would impact the comparisons presented in Section [6 as it would
reduce the computational overhead associated with masking certain symmetric primitives, such as seed
trees and commitments.

2. One could combine masking-friendly tweaks and masked primitives. For example, in our work, we propose
to use parallel unmasked trees to replace a computationally-expensive full masked tree. However, we can
consider to merge the two approaches: we can use less parallel trees that would be masked using a small
masking order d’ < d. The hybrid approach would typically be interesting in the presence of a masked
Keccak accelerator with the small masking order d’ (for example, the one in [Saa24] where d’ = 2). A
hybrid approach could also be investigated for the MT variant tweak.

3. In the round-2 submissions of the NIST process for additional post-quantum signature schemes, most
of the MPCitH-based schemes |[BBB™24, |AABT24, BBFR24, |ABB™24bl [ABB™24a] are based on the
TCitH or VOLEitH frameworks and now use AES/Rijndael-based primitives in the seed trees and for
the commitments because of the presence of AES hardware acceleration on Intel processors. It would be
interesting to explore the tradeoffs obtained for our masking-friendly schemes with masked AES or other
masking-friendly symmetric cryptography primitives.

4. In this work, we focused on a simple, non-linear MPC protocol. While evaluating its masked performance
is straightforward —and sufficient for our purposes, which center on the TCitH framework— the protocol’s
non-linearity results in suboptimal masking overhead. As such, it would be interesting to explore signature
performance using a linear MPC protocol (e.g., those proposed in [AFG™23], [FR23a]). Although linear
protocols would likely offer improved masked performance, they may lead to increased signature sizes.
Investigating this tradeoff in detail would be a valuable direction for future work.

5. Finally, we focused in our article on tweaks with provable security. If we relax this constraint, we could
use tricks such as the half-masked hash approach from |[ABE™21| that consists of only masking the first
12 rounds of Keccak, assuming that the 12 remaining rounds would not leak information about the hash
input.
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